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Multi-tenant data centers

* Mission-critical infrastructure
» Backbone of digital economy
50% growth by 2020



Multi-tenant data centers

A multi-tenant data center is a shared facility that houses
multiple tenants, each managing its own servers...

Mission-critical infrastructure
Backbone of digital economy
50% growth by 2020




Multi-tenant data centers are everywhere...
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Multi-tenant data centers are everywhere...

Google, Amazon, MS, Fb...:7.8%

Multi-tenant: 37% Enterprise: 53%

Percentage of electricity usage by data center type (source: NRDC 2015)



Using multi-tenant data centers for ...




Using multi-tenant data centers for ...
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* Lower CapEx & OpEx
* Better privacy
* Higher scalability

Apple houses 25% of its servers in multi-tenant data centers...



Securing multi-tenant data centers is extremely important!
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A cyber-physical view...
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A cyber-physical view...
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A cyber-physical view...
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A cyber-physical view...
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A cyber-physical view...
How about physical security?

Computer meltdown _may cost British
airways over $100 million

a Kottasova

NEWS

... Power surge at British Airways
Ten data center causes flight chaos




A cyber-physical view...
How about physical security?

_Tenant Racks

—2'
w
E
-=
v
— O "O| ee0e [—-— O O

99.995+% availability! e J

“Tenant Racks



We revisit the conventional wisdom and find...



We revisit the conventional wisdom and find...

Multi-tenant data centers are highly vulnerable to well-timed power attacks!



» Why are multi-tenant data centers vulnerable to power attacks?

» What is the potential impact of power attacks?

* How could an attacker mount a power attack?

* How to defend a data center against power attacks?



[- Why are multi-tenant data centers vulnerable to power attacks? ]

» What is the potential impact of power attacks?

* How could an attacker mount a power attack?

* How to defend a data center against power attacks?



When building a data center...
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When building a data center...
USS$ 10-25 per watt of data center capacity
(apEx is 60+% of the total cost of ownership

E i g Oversubscribing the data center capacity is common!
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When building a data center...
USS$ 10-25 per watt of data center capacity
(apEx is 60+% of the total cost of ownership
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When building a data center...

E Oversubscribing the data center capacity is common!
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Rationale & safeguards

* Multiplex tenants’ power demand

* Limit on tenants’ power usage

* Infrastructure robustness and redundancy



Rationale & safeguards

* Multiplex tenants’ power demand
* Simultaneous peaks are very rare!

* Limit on tenants’ power usage
* Normal usage limited to 80% of tenant’s subscribed capacity
* Only occasional peak usage is allowed

* Infrastructure robustness and redundancy
* Transient spikes are harmless

11



Rationale & safeguards

* Multiplex tenants’ power demand
* Simultaneous peaks are very rare!

« Limit on tenants’ power usage 99.995+% availability!
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Rationale & safeguards

* Multiplex tenants’ power demand
* Simultaneous peaks are very rare!

o ’ 0/ avmilahility7?
« Limit on tenants’ power usage 99.995+% availability?”
* Normal usage limited to 80% of tenant’s subscribed capacity P
* Only occasional peak usage is allowed ] ﬂ
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New threat model: Power attack
Well-timed power injection to overload the shared data center capacity,

ATS : ' subject to all applicable usage constraints set by the operator
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* Why are multi-tenant data centers vulnerable to power attacks?
* (urrent safeguards are ineffective for well-timed power attacks

|

* How could an attacker mount a power attack?

* How to defend a data center against power attacks?
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« Why are multi-tenant data centers vulnerable to power attacks?

[- What is the potential impact of power attacks?

* How could an attacker mount a power attack?

* How to defend a data center against power attacks?
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Compromising data center availability...

* The outage risk is 280+ times higher during a capacity overload than otherwise

Microsoft Azure Customers Hit By Data Centre Outage

1]
~omputer meltdown may cost British
ajrways over $100 million

ICOLOCATION

~ Week's Second London Data
Center Outage Disrupts
Connectivity

Telehouse North facility in Docklands suffers outage due

Rather than rare events, data center outages could be much more frequent
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Cost analysis
« Estimated impact of capacity overloads (5% of the time) ona 1MW-10,000 sqft data center

Downtime w/0| Downtime w/
Type | Redundancy | Attack Attack
(hours/¥r) | (hours/Yr)

N+1
Tier-Il (genm;apskhm@r 22.69 366 22.12 0.1(9+%!l) 2222
Tier-Ill (a"m_ﬂ;ﬁpm) 1.58 25.46 11.15 1.0(50%L) 1215
Tier-IV 2N 0.44 6.59 3.42 1.1(50%!) 452

(all non-IT equipment)
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Cost analysis

« Estimated impact of capacity overloads (5% of the time) ona 1MW-10,000 sqft data center

Downtime w/0| Downtime w/
Type | Redundancy | Attack Attack
(hours/¥r) | (hours/Yr)

Tier-ll N+l 22,69 366 2212 0.1(9+%))

(genarator/UPS/chiller)

1 1
1 1
1 1
T
Tierl N1 158 25.46 1115 10(50%!) | 1215 |
L
a5 |
: i

Million $ loss!

(all non-IT aquipment)

: 2N
Ter-N et 0.44 6.59 3.42 1.1 (50%!)
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Cost analysis

« Estimated impact of capacity overloads (5% of the time) ona 1MW-10,000 sqft data center

Downtime w/0| Downtimew/ | Increased Amortized Total Cost
Type | Redundancy | Attack Attack Downtime Cost | Capital Loss (mill $/¥r)
(hours/Yr) (hours/Yr) (mill. $/Yr) ("“" Y )

N+l 0 : ]

Tier-II (a"m_ﬂ;ﬁpm) 158 25.46 1115 10(50%!) | 1215 1
1 1

. 1 1
Tier-V (allnun-ITzelzluiDment) s 659 3.42 = (SO%J/) i %92 E

« Strong incentives: The attacker only spends US$ <500k (1-15% of the resulting loss)!
* Data center operator’s competitor
» Against certain tenants to cause service disruptions
* (reating chaos...
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« Why are multi-tenant data centers vulnerable to power attacks?

[

» What is the potential impact of power attacks?
* Million dollar loss and service disruption

* How could an attacker mount a power attack?

* How to defend a data center against power attacks?
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* Why are multi-tenant data centers vulnerable to power attacks?
* (urrent safeguards are ineffective for well-timed power attacks

» What is the potential impact of power attacks?
» Million dollar loss and service disruption

[- How could an attacker mount a power attack?

* How to defend a data center against power attacks?
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Attack opportunities are intermittent...
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* (oarse timing (e.g., based on “peak” hours) is ineffective



Attack opportunities are intermittent...
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Time (H)

* Random attacks are unlikely to be successful, while constant full power is prohibited
* (oarse timing (e.g., based on “peak” hours) is ineffective

How to achieve a precise timing for successful power attacks?

17



In a multi-tenant data center...

Tenants co-locate their servers in a shared data center space
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In a multi-tenant data center...

Tenants co-locate their servers in a shared data center space

\Interconnected through physical processes
that may leak power usage information

18



Power =3  Heat



A thermal side channel

* Hot air can travel to nearby racRs, affecting their inlet temperatures

Demo of heat recirculation --- 5x speed viewing in Autodesk CFD
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A thermal side channel

* Hot air can travel to nearby racRs, affecting their inlet temperatures
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Temperature trace at select sensors

Demo of heat recirculation --- 5x speed viewing in Autodesk CFD
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A high temperature doesn't necessarily mean a high aggregate power usage...

21



A high temperature doesn't necessarily mean a high aggregate power usage...

Heat recirculation is spatially non-uniform --- more significant among nearby racks!

21



A closer look at thermal network
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A closer look at thermal network

Tsup




A closer look at thermal network




A closer look at thermal network

N+JK-1

Tn(®) = Top O+ ) ) Pt =) e (D) + 1 (0

n=1 t=0

>»CRAH l

Sensor reading Heat recirculation impact

MIMO model: N benign servers, J attacker servers,and M sensors
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A closer look at thermal network

N+JK-1

Tn(®) = Top O+ ) ) Pt =) e (D) + 1 (0

n=1 t=0

>»CRAH l

Sensor reading Heat recirculation impact

MIMO model: N benign servers, J attacker servers,and M sensors

Power information is leaked and embedded into temperature readings...
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Rewriting the attacker’s observation model

ze = Tt — Tsup(t) I =Hgy: = Hpxy + 11



Rewriting the attacker’s observation model

Temperature increase dueto  Noise
benign tenants

Zy = HpXe +1¢

Impact from
hi @) - hyn@ - R E—=K) .. hn(—K) previous slots
hua(®) o b e hygaE—K) hM,N<t—K)‘E -

xe =[p1(@®) - py@® - pt—K) - py(@t—-K]T

Hb:
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Rewriting the attacker’s observation model

Zt — bet ~+ T't

hy (&) - hyn(@) - hi1(E—K) .. hiy(Et—K)
H, = : s
D o hun(© o it —K) o (= K)
Challenges:

* Hy hasasizeof Mby N-K, very largefor N € [500,1000] servers
« Difficult to obtain accurately, and high computational complexity



Rewriting the attacker’s observation model

A signal estimation problem with imperfect channel state information

Zt — bet ~+ T't

hy (&) - hyn(@) - hi1(E—K) .. hiy(Et—K)
H, = : s
D o hun(© o it —K) o (= K)
Challenges:

* Hy hasasizeof Mby N-K, very largefor N € [500,1000] servers
« Difficult to obtain accurately, and high computational complexity
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Approximate zone-level thermal network--- Divide data center into zones
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Approximate zone-level thermal network--- Divide data center into zones

Perforated Server Racks
Tiles K

Zone-level heat recirculation matrix
Obtained offline (say, through CFD)

__________

h1100 .h1101 h1,1v

__________

hMlOO hMlOl hM,N§
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Approximate zone-level thermal network--- Divide data center into zones

Errorin
H,

OF/kW

Zone-level heat recirculation matrix
Obtained offline (say, through CFD)

B R TSN e
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Estimating x; fromz, = Hpx; + 1;



Solution: State-augmented robust Kalman filter
Estimating x; fromz, = Hpx; + 1;

X is the augmented state, z, is the observation
Assumed state transition model: x;,; = Fx; + g;

: X = FX;_q4—
Predict: {xtlt—l t-1l-1
Pit-1 = FPr_qt-1 +Q

rUs = Z¢ — Hb£t|t—1

S; = HyPy - H) + R
Update: { G, = P, H}S;*

5C\t|t = 5C\t|t—1 + Geu;
\. Ptlt = - GtHb)Pt|t—1




Solution: State-augmented robust Kalman filter
Estimating x; fromz, = Hyx; + 1

X is the augmented state, z, is the observation
Assumed state transition model: x,,, = Fx; + g;

~200 P! . —Actual ----Estimated

. ¥ — F¥ <190
Pf@dlCt' Xt|e-1 Fxt_1|t_1 T 180!

" P = FP + €170k

tje—1 — t—1]t-1 3 170
o 160
~ 150, 3 6 9 12 15 18 21 24
r Uy = Zy — bet|t—1 Time (H)

Update: <

S; = Hth|t—1HIr£ +

Avg. error < 3% for estimating benign tenants’ aggregate power usage

_ Te—-1
G, = Pyp—1HpS;
Xeje = Xeje—1 + Gt

\. Ptlt ={- GtHb)Pt|t—1
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An attack strategy...

*  Attack when the estimate of benign tenants’ power usage is sufficiently high
«  Wait for some time before attacks
« FEachattack lasts no more than 77, ,; 4, and no consecutive attacks

Idle Wait @4 Pese < Py
Twaie Starts @_) p > p
est th

‘\—@——/ ®—> T\air €Xpires

Hold Attack @_) Tattack expires
Thouq starts Tyttack starts @—) Tho1q €Xpires
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An attack strategy...

*  Attack when the estimate of benign tenants’ power usage is sufficiently high
«  Wait for some time before attacks
« FEachattack lasts no more than 77, ,; 4, and no consecutive attacks

Idle ]—@—{ | Wait (1)~ Pest < Pen
it
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Hold Attack @ _
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e.g., running CPU-intensive computations...




An attack strategy...

*  Attack when the estimate of benign tenants’ power usage is sufficiently high
«  Wait for some time before attacks
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e.g., running CPU-intensive computations...




An attack strategy...

*  Attack when the estimate of benign tenants’ power usage is sufficiently high
«  Wait for some time before attacks
« FEachattack lasts no more than 77, ,; 4, and no consecutive attacks

Idle Wait @4 Pese < Py
Twaie Starts @_) p > p
est th

‘\—@——/ ®—> T\air €Xpires

Hold Attack @_) Tattack expires
Thouq starts Tyttack starts @—) Tho1q €Xpires




llustration of well-timed power attacks

—Actual - Capacity Il Successful Attack
— — Estimated Attack Opportunity Unsuccessful Attack

* Experimental settings
» Simulated real workload traces based on a HP data center layout
* Consider an attacker sharing a data center capacity of 200kW with benign tenants
* Attack for no more than 10% of the times

27



llustration of well-timed power attacks

—Actual - Capacity _ I Successful Attack
— — Estimated Attack Opportunity Unsuccessful Attack

0 2 4 6 8 10 12 14 16 18 20 22 24
Time (H)

Precise timing through a thermal side channel...

* Experimental settings

» Simulated real workload traces based on a HP data center layout

* Consider an attacker sharing a data center capacity of 200kW with benign tenants
* Attack for no more than 10% of the times

27



Timing accuracy
Attack more frequently with a lower triggering threshold
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* True positive: % of attack opportunities detected
* Precision: % of attacks being successful



Timing accuracy
Attack more frequently with a lower triggering threshold

100 ‘ Fy
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Triggering Threshold (% Capacity)

54% TP (10% for random attacks), and 53% precision

* True positive: % of attack opportunities detected
* Precision: % of attacks being successful



« Why are multi-tenant data centers vulnerable to power attacks?

» What is the potential impact of power attacks?

[

* How could an attacker mount a power attack?
»_Exploiting physical side channels (e.g., thermal/acoustic networks...)

]

* How to defend a data center against power attacks?

29



* Why are multi-tenant data centers vulnerable to power attacks?
* (urrent safeguards are ineffective for well-timed power attacks

» What is the potential impact of power attacks?
« Million dollar loss and service interruption

* How could an attacker mount a power attack?

«_Exploiting physical side channels (e.g.. thermal/acoustic networks...)
| * How to defend a data center against power attacks?

]

29



Randomizing physical side channels...

Thermal network model: z, = Ty — Ty, (t) - 1 — Hpye = Hpxy + 13
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Randomizing physical side channels...

Thermal network model: z, = T — Tsyp(£) - 1 — Hyy, = Hpxp + 13

ofy A
%607,

Random supply air
temperature

Attacker can track the change!
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Thermal network model: z,

Randomizing physical side channels...

:Tt

Toup () -

I -Hyy: = Hpx; +1¢
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\ Random airflow with

adaptive vent tiles

Difficult to manage!
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Randomizing physical side channels...
Thermal network model: z, = Ty — Ty, (t) - 1 — Hpye = Hpxy + 13
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Heat containment
to reduce recirculation

Require layout changes




Randomizing physical side channels...
Thermal network model: z, = Ty — Ty, (t) - 1 — Hpye = Hpxy + 13

« « 9
- Server « » Server » @ Server «» Server o §¢
1+ % T 1

* Finding and evicting suspicious tenants
* Intelligent power monitoring to find abnormal power usage patterns




* Why are multi-tenant data centers vulnerable to power attacks?
» What is the potential impact of power attacks?

* How could an attacker mount a power attack?

[

* How to defend a data center against power attacks?
* A comprehensive investigation required
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A cyber-physical view...

) _

How about physical security?
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A cyber-physical view...
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How about physical security?

A thermal side channel can help the attacker
precisely time its power attacks
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Thanks!



