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IT Paradigm Shift

Traditional Computing Big Data Computing
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Big Data Taxonomy: V3
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Big Data in the Smart Grid

Enterprise Services (Energy ;
Footprint, Sustainability) Capnoity Momt. Grid & Data Services

A

Trading & Port-
folio Services

pe

Controllable
Local Systems

n,

L)

Prosumers & Vir-
tual Powerplants

Investment Operations

& Contracting ,*\ ﬁ
: ‘ﬁ Mobile Services
Source: SAP Mobility Services

(e.g. Bill Shock)

Dynamic Tariff &
Pricing Models

LA A LE]

Energy Mgmt.

for Infrastructures

_ DSM&DR
m:il :

® gu—p



Emerging Threat Landscape

» Attack Trend is Increasing
> Cyberattacks: Designer Malware, Phishing, Fraud, APTs

> Big Data model has great value but also inherently great risk.

> BD security needs to be designed in from day 1 to achieve grid
resilience.

> Data Centric Model has to be considered for security approach

» Threats are not just external

» System of Systems Architectures increase complexity
> Unprecedented vulnerability surface

» Enterprise edge is no longer static
» CIP Compliance # Security
» Overlay Security Layer with trust anchors




Big Data Gridlock
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The Power of Data Science
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Security Intelligence Value Chain
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Baseline - Detect - Analyze - Remediate

ViaSat ICS Threat Intelligence ~ Home  Network ~ Map -
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" Trusted Cyber Sensor: Detect and
Defend Insider Threats.
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