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Technological Paradigm Shifts

DATA SCIENCE

Machine Learning
DISTRIBUTED PROCESSING

In Memory Computing REDUCED COST

Sensors and Devices

Connectivity
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IT Paradigm Shift

Traditional Computing

• HW Centric & Intense
• Data Consistency and Integrity
• Find & Analyze stored information
• Batch paradigm - pull
• Query Driven

Big Data Computing

• Application & Data Centric
• Speed and Flexibility
• Analyze Data in Motion
• Low latency paradigm – push
• Data Driven

Query Data Results Data RT
Analytics Results

Business

• Determines
what questions
to ask

IT

• Structures data
to answer that
question

IT

• Delivers platform
to enable creative
discovery

Business

• Explores what
questions could
be asked to create
new bus. models
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Big Data Taxonomy: V3
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Big Data in the Smart Grid

Source: SAP
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Emerging Threat Landscape

» Attack Trend is Increasing

› Cyberattacks: Designer Malware, Phishing, Fraud, APTs

› Big Data model has great value but also inherently great risk.

› BD security needs to be designed in from day 1 to achieve grid
resilience.

› Data Centric Model has to be considered for security approach

» Threats are not just external

» System of Systems Architectures increase complexity

› Unprecedented vulnerability surface

» Enterprise edge is no longer static

» CIP Compliance ≠ Security

» Overlay Security Layer with trust anchors
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The Power of Data Science

Analytics - Enrichment - Correlation

Descriptive – Predictive - Prescriptive

Data in
Many
Forms

Data at
Rest

Data in
Motion

Smart Data

Big Security Intelligence Data
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Security Intelligence Value Chain
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Baseline - Detect - Analyze - Remediate
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Thank You!


