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Memory Crisis in Early 1970s

e Situation
— Memory: tiny, expensive
— Programs: growing in size and complexity, multitasking
— MM: managing memory as big, contiguous blocks

e Problems
— Crashes from out-of-memory
— No isolation
— Moving code/data causes fragmentation
— Painful due to manual and inflexible MM
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Solution: Virtual Memory via Paging

e What would you do?
— Contiguous necessary?

— What if we could break it into fixed-size blocks, place them anywhere,
and let programs think they had all the memory they wanted?

e VM via paging: break memory into fixed-size blocks, map
them freely!
— Simple, uniform page-based memory
— No fragmentation
— Enable virtual memory: private address spaces
— Flexible mapping (virtual = physical)
— Allowed overcommitment: on-demand paging
— Foundation for modern OSes



Today’s lecture

e Problems using physical memory directly
e Virtual memory management via paging
e Problems with paging

— Additional memory access that could be expensive
— Huge page table
e Corresponding solutions to improve paging
— TLB (cache for storing virtual to physical address translation)
— Multi-level paging
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Physical Memory

e Often called main memory (or DRAM: dynamic
random-access memory)
— A large array of words or bytes

— The place where programs and information are kept when
the processor is effectively utilizing them

— Associated with the processor, so moving instructions and
information into and out of the processor is extremely fast
(compared to hard disks)

— Volatile: main memory loses its data when a power
interruption occurs
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Example Memory Hierarchy

LO:
. CPU registers hold words retrieved from L1
Registers cache
L1: L1 cache

(SRAM) L1 cache holds cache lines retrieved from
Smaller, L2 cache
faster,
costlier L2: A
per byte L2 cache

(SRAM) L2 cache holds cache lines retrieved

from main memory
L3:
Main memory

Larger, : : .

(DRAM) Main memory holds disk blocks retrieved
slower, from local disks
cheaper
per byte _

L4: Local secondary storage Local disks hold files retrieved
(local disks) from disks on remote network
servers

Remote secondary storage
(tapes, distributed file systems, Web servers)




Memory Management

e |[n a multiprogramming computer, OS resides in a part
of memory, and the rest is used by multiple processes

e The task of subdividing the memory among different
processes is called Memory Management

e Manage operations between main memory and disk
during process execution

e Goals: achieve efficient and secure utilization of
memory
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Problems with physical memory

e Size?
— Crash if trying to access more than what we have

e Holes in address space?

— Fragmentation

e |solation?
— Multiple programs may access the same address

e Motivation behind virtual memory
— Indirection

— Key: flexibility in how we use the physical memory
e Map memory to disk (unlimited memory)
e Fill holes in DRAM address space
R e Memory isolation among multiple programs
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Virtual vs. Physical Memory

e Physical memory: the actual memory installed in the computer

e Virtual memory: logical memory space owned by each process
— Virtual memory space can be much larger than the physical memory space
— Only part of the program needs to be in physical memory for execution

Phy. size
Process 1
Process 2
Process 3
0
Virtual memory Physical memory
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Virtual Address

e Processes use virtual (logical) addresses

— Make it easier to manage memory of multiple processes

— Virtual addresses are independent of the actual physical location of data
referenced

— Instructions executed by the CPU issue virtual addresses

— Virtual address are translated by hardware into physical addresses (with
help from OS)

e Mechanisms for virtual <> physical address translation
— Hardware and OS support: MMU, Paging, and Page tables

R 11
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Virtual Address

*MMU: Memory Management Unit

Virtual address

Physical address

e MMU: Translates virtual address to physical address dynamically at every
reference

— Many ways to do this translation...
— Need hardware support and OS management algorithms
e Requirements
— Protection — restrict which addresses processes can use
— Fast translation — lookups need to be fast
— Fast change — updating memory hardware on context switch

R 12
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External Fragmentation

Physical memory

Size
Fragment

New process Process 3

Fragment

Process 4
Process 2

Fragment

Not enough contiguous physical space
Process 1

0 Fragment

K 13



External Fragmentation

Physical memory

Size

New process

Fragment
Process 3

Fragment

Process 4

Process 2

/
\

Not enough contiguous physical spa

Fragment

Process 1

Fragment
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Paging

e Main ldea: Split address space into equal sized units called pages

— Each can go anywhere! e.g., page size of 4kB
Physical Memory

Virtual Memory

Page 1

Page 2

Page 3

Page N \

Paging solves the external fragmentation problem
by dividing memory into fixed sized blocks that
can placed anywhere in physical memory

R 15

But need to keep track
of where things are!



Page Lookups
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e Page table: an array of page table entries (PTEs) that maps virtual
pages to physical pages
— Per-process kernel data structure (part of process’s state) (why? Threads?)

Virtual Address

Page size = 2P

Page number

Offset

p bits

Page Table

Physical Address

Page frame Offset

Physical Memory

Page frame

-

Y
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Page Tables
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e Page table: page table entries (PTEs) map virtual to physical pages
— PTE: | - physical page number, if page is cached (resident) in DRAM

- disk address, otherwise

Valid

Physical page
number or
disk address

Physical memory
(DRAM)

VP 1

PTEO| O

null

VP 2

\

VP 7

\\

VP 4

]
y
/
/
/|

null P

o~

Rrlolo]lr|o]|r ]|+

PTE 7

Virtual memory
(disk)

~
~
N
<

/

Memory resident
page table
(DRAM)

VP 1

VP 2

VP 3

VP 4

VP 6

VP 7

PP O

PP 3
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Page Hit
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e Page hit: Access to a page that is in physical memory

Virtual address

Physical memory

Physical page (DRAM)
number or

. VP 1
Valid disk address PPO

PTEO| o null P2

VP 7
o~ VP4 PP 3

—

>

Rrlololr|Oo]|Rr]-
[ ]
y
/ /
/ /
/

null P Virtual memory
PTE 7 o | e
Memory resident > DN VP2
page table S~ ~a
(DRAM) S~ VP3
TN VP 4
VP 6
VP 7
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Page Fault
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e Page fault: Access to a page that is not in physical memory

Virtual address

Physical memory

Physical page (DRAM)
number or
Valid disk address / VP 1 PPO
VP 2
PTEO| o null /
VP 7
1
> 0 e
1 ./{I\A
0 null \)«\ Virtual memory
0 ..\/ \\\\ (disk)
PTE7] 1 ./\\\ \\\ v
Memory resident  ~~ _ NN —
page table S~ So
(DRAM) S.o VP 3
\\
S~ VP 4
VP 6
VP 7
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e Page miss causes page fault (an exception)

Virtual address

Handling Page Fault

Valid

PTEO

PTE 7

Physical page
number or
disk address

n:”/‘
-

Y = = Y = R

Memory resident
page table
(DRAM)
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Physical memory
(DRAM)

VP 1

VP 2

VP 7

VP 4

Virtual memory
(disk)

VP 1

VP 2

VP 3

VP 4

VP 6

VP 7

PPO

PP 3
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Handling Page Fault

e Page miss causes page fault (an exception)
e Page fault handler selects a victim to be evicted (here VP 4)

Physical memory
Physical page (DRAM)
number or
Valid disk address

Virtual address

VP 1 PPO

PTEO[ 0 I / VP2
nu ]
VP 7
1 — VP4 PP 3
1 ./
0 e
1 ( = S
0 null \)«\ Virtual memory
0 ° SO (disk)
PTE7] 1 .7( .
= s VP 1
Memory resident S o S~ P 2
page table NN W
(DRAM) \\\ VP3
\\\\ VP 4
VP 6

VP 7
ﬁ 21



Handling Page Fault

e Page miss causes page fault (an exception)
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e Page fault handler selects a victim to be evicted (here VP 4)

Virtual address

Physical memory

Physical page (DRAM)
number or
. . VP 1
Valid disk address
PTEO| 0 I / VP 2
nu -
VP 7
. — (empty)
1 ./
0 e
0 e <
\\ \\ .
0 null_ ~. € Virtual memory
N RN disk
0 :)/‘ SO (disk)
PTE7LL A NN VP 1
~
Memory resident S~ \\\ S~ P 2
~ ~ ~
page table S SO
~
(DRAM) YRR VP 3
\‘\\ VP 4
VP 6
VP 7

PPO

PP 3
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Handling Page Fault

e Page miss causes page fault (an exception)
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e Page fault handler selects a victim to be evicted (here VP 4)

Virtual address

Physical memory

Physical page (DRAM)
number or v
Valid  disk address / X PPO
PTEO| o null //
VP 7
1 — VP 3 PP 3
1 —
1 ./_
0 e
0 nul S~ A Virtual memory
0 ‘\/\\\ (dISk)
PTE7] 1 o« "~ Jd =
Memory resident S S VP 2
page table S~ So
(DRAM) RN VP 3
\\ VP 4
VP 6
VP 7
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Handling Page Fault

e Page miss causes page fault (an exception)
e Page fault handler selects a victim to be evicted (here VP 4)

e Offendinginstruction is restarted: page hit! Physical memory

. Physical page (DRAM)
Virtual address number or v
Valid disk address / X PPO
PTE 0 0 null //
VP 7
1 ./ e VP 3 PP 3
1 —
Re-run the same instruction 0 N
- Page hit 0 null \\\ M Virtual memory
0 ..\/\\ \ (dlSk)
PTE7] 1 « - s VP 1
Memory resident \*\\ \\\\ VP 2
page table S~ N
(DRAM) oo e el
TS.L VP 4
VP 6

VP 7
R 24
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Discussion Questions

Why is the same instruction retried after a page fault is handled?

A. To ensure fairness across processes
B. Because the MMU needs two cycles to confirm a hit

C. Because the faulting memory address becomes valid once the
page is loaded

D. Because the OS must flush the cache before moving on

K 25
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VM as a Tool for Mem Management

e Each process has its own virtual address space

— It can view memory as a simple linear array

— Mapping function scatters addresses through physical memory

e Well chosen mappings simplify memory allocation and management

Virtual
Address
Space for

Process 1:

Virtual
Address
Space for

Process 2:

N-1

N-1

Address 0
translation
VP 2 PP 2
PP 6
—> PP38
VP 1
VP 2
M-1

Physical
Address
Space

(DRAM)

(e.g., read-only
library code)

30
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VM as a Tool for Mem Management

e Memory allocation

— Each virtual page can be mapped to any physical page

— Avirtual page can be stored in different physical pages at different times
e Sharing code and data among processes
— Map virtual pages to the same physical page (here: PP 6)

R

Virtual
Address
Space for

Process 1:

Virtual
Address
Space for

Process 2:

0

N-1

N-1

Address 0
translation
VP 2 PP 2
PP 6
—> PP38
VP 1
VP 2
M-1

Physical
Address
Space

(DRAM)

(e.g., read-only
library code)
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Sharing

e Can map shared physical memory at same or different virtual addresses in
each process’ address space

— Same VA: -
Process P1 Physical

e Both P1 and P2 maps the 1%t virtual Memory
page (VP1) to the shared physical

oage (PP2) VP 1 \ / VP 1
e PP2 see

Process P2

— Different VA: brocess P1 Physical

e P1 maps VPO to PP2, but P2 maps Memory

VP2 to PP2 VPO \\'m
VP 2
cse PP2 / see

R 52

Process P2
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Copy on Write

e OSes spend a lot of time copying data

— System call arguments between user/kernel space
— Entire address spaces to implement fork()

e Use Copy on Write (CoW) to defer large copies as long as
possible, hoping to avoid them altogether

— Instead of copying pages, create shared mappings of parent pages in child
virtual address space

— Shared pages are protected as read-only in parent and child
e Reads happen as usual

e Writes generate a protection fault, trap to OS, copy page, change page mapping
in client page table, restart write instruction

— How does this help fork()?

K 33
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fork() without Copy on Write

Parent process’ s

page table

Page 1 Physical Memory
e

Page 1 Page 2’
Page 2 e

Page 2
fork() [

Page 1’
e

Child process’s
page table

34
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fork() with Copy on Write

Parent process’ s
page table

Page 1
Page 2 \
- Page 1

Page 2  _}

Child process’s
page table

Physical Memory

Protection bits set to prevent either
process from writing to any page

35
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fork() with Copy on Write

When either process modifies Page 1,
page fault handler allocates new page and
Parent process’ s updates PTE in that process
page table

Page 1
Page 2 \
Page 1 —> Page 1’

Physical Memory

>

 .} age
- il .

Child process’s
page table

36
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VM as a Tool for Mem Protection

Extend PTEs with permission bits

e Page fault handler checks these before remapping
— If violated, send process SIGSEGV (segmentation fault)

Physical
Process i: SUP READ WRITE Address Address Space
VP O: No Yes No PP 6
VP1:| No | Yes | Yes PP 4
VP 2:| Yes Yes Yes PP 2 —> PP 2
PP 4
PP 6
- SUP READ WRITE Add
o VPO:| N Y N Plie;S S
; 0 es o) —3 PPO9
VP1:| Yes Yes Yes PP 6 /
VP 2: No Yes Yes PP 11 —> PP 11

38

* SUP = supervisor mode (kernel mode)
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Discussion Questions

Which of the following best explains why a process may
experience a second page fault immediately after the first one
was resolved by loading the page from disk?

A. The page was incorrectly loaded into physical memory.

B. The TLB was not flushed and still contains an old, invalid entry.
C. The instruction that caused the first page fault is retried and fails
again due to access protection.

D. The disk block was not cached, forcing a second fetch.

K 39



Address Translation: Page Hit

VA: virtual address, PA: physical address, PTE: page table entry, PTEA = PTE address

CPU Chip PTEA R
3 2 PTE
CPU > MMU © Cache/
PA s| Memory

Data

Virtual Address

1) Processor sends virtual address to MMU Page number | Offset

2-3) MMU fetches PTE from page table in memory

Page Table

4) MMU sends physical address to cache/memory

Page frame

5) Cache/memory sends data word to processor

40
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Address Translation: Page Fault

Exception

=== > Page fault handler

| @

1

1

! 2 J\/L

CPU Ch’p : PTEA Victim page
e ’ o
VA PTE Cache/
CPU > MMU € Disk

o e Memory

New page

1) Processor sends virtual address to MMU

2-3) MMU fetches PTE from page table in memory

4) Valid bit is zero, so MMU triggers page fault exception

5) Handler identifies victim (and, if dirty, pages it out to disk)
6) Handler pages in new page and updates PTE in memory

7) Handler returns to original process, restarting faulting instruction 41
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Overhead due to a page fault

e PTE informs the page is on disk: 1 cycle
e CPU generates a page fault exception: 100 cycles
e OS page fault handler called
— 0OS chooses a page to evict from DRAM and write to disk: 10k cycles
— Write dirty page back to disk first: 40m cycles
— OS then reads the page from disk and put it in DRAM: 40m cycles
— OS changes the page table to map the new page: 1k cycles
e OSresumes the instruction that caused the page faul: 10k cycles
e Page faults are the slowest thing (except for human interactions)

e [nterestingly, there are systems do not page:

— i0S: kills the program if using too much memory

K 42
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Integrating VM and Cache

PTE
CPU Chip Y —— PTE
hit
PTEA | rrea| PTEA
CPU R MMU g miss M
g emory
5 VA PA PA PA
miss|
PA Data
hit )
L1
Data cache

VA: virtual address, PA: physical address, PTE: page table entry, PTEA = PTE address
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Elephant(s) in the room

* Problem 1: Translation is slow!
« Many memory accesses for each memory access
« L1 cache is not effective

 Problem 2: Page table can be gigantic!
 We need one for each process

“Unfortunately, there’s another elephant
in the room.”

44



Speeding up Translation with a TLB

e |f page table entries (PTEs) are cached in L1 like any other data
— PTEs may be evicted by other data references
— PTE hit still requires a small L1 access delay

e Solution: Translation Lookaside Buffer (TLB)
— Small hardware cache in MMU
— Maps virtual page numbers to physical page numbers
— Contains complete page table entries for small number of pages

45
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TLB Hit

CPU Chi
v TLB
e PTE
VPN 9
(@)
VA PA
CPU > MMU ° > Cache/

Memory

Data

A TLB hit eliminates a memory access

46
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TLB Miss

CPU Chip

TLB ©
e PTE

VPN
VA PTEA

>
CPU MMU > Cache/
3 s| Memory
Data

A TLB miss incurs an additional memory access (the PTE)

Fortunately, TLB misses are rare. (Why?)
47
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Integrating TLB and Cache

~ CPU Retry
Virtual Address l l
4 | Search Cache | Search page table

S * " T
@ Miss Wiss) |Miss sec 'T"'"W!f

1,.1 Update cache Update
from main [ Generate PA | | main memory,
[ Generate PA] __memory } cache and
| * [Update TLB page table entry
Return value |
from cache I—

Data |

48
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Discussion Questions

Your program repeatedly accesses a large array in memory, and
suddenly performance drops despite a TLB hit rate over 95%.
What’s a likely reason?

A. The TLB is full, and cache misses are now handled by disk

B. The OS switches to segmentation when TLB is overloaded

C. The page table is misalighed and the MMU enters fallback mode
D. The array size exceeds the number of TLB entries, causing
constant eviction and reloading of translations

49
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Multi-Level Paging

e Problem: Storage overhead of page tables
— 4KB (2*?) page size
— 48-bit address space
— 8-byte PTE
— Page table size = 248 * 2-12 * 23 = 239 pytes

— 512 GB page table per process!

e Solution: Multi-level paging
— Breaks up virtual address space into multiple page tables in hierarchy

— Maps a portion of the address space actually being used (tiny fraction of
the entire address space)

K 50
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Multi-Level Page Tables

page number | page offset
e Example: 2-level paging D s d

Level 1 table Level 2

Tables
— Each PTE points toa L2
page table

— Always memory resident Level 1
Table

/
Level 2 table e P —— —

- d

|
I 1 Do not create (or
| I swap out to disk)
: I if not needed

|
| .

— Each PTE points to a page

— Paged in and out like any =~
other data

R 51
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Two-Level Page Table Hierarchy

Level 1 Level 2 Virtual
page table page tables memory
O~
VPO
BTE O - — [ ero
VP 1023 > 2K allocated VM pages
PTE 1 VP 1024 for code and data
PTE 2 (null) PTE 1023
PTE 3 (null)
vp2047 |
PTE 4 (null) — N
PTE 5 (null)
PTE 6 (null) PTE 1023
PTE 7 (null) Gap >
PTE 8 > 6K unallocated VM pages
1023 null
e PTEs )
Il PTE
AUl FEES PTE 1023 1023
unallocated 1023 unallocated pages
pages
32 bit addresses, 4KB pages, 4-byte PTEs VP 9215 1 allocated VM page
for the stack
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Multi-Level Paging

e Problem: Each (virtual) memory reference requires multiple
memory references

Virtual Address

I Level 1 | Level 2 I Level 3 I offset I

PTE

PTE A.Qa'
: PTE

J Level paging system

e Trade off between spatial and temporal overhead

— Memory access time, TLB hit ratio
— Size of each page table
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Intel x86-64 Paging

e Current generation Intel x86 CPUs
— 64 bit architecture: maximum 2% bytes address space

e |n practice, only implement 48 bit addressing
— Page sizes of 4 KB or 4 MB (optionally, 2 MB or 1 GB)

— Four levels of paging hierarchy
e Only use 48 bit addressing > 256 TiB of virtual address space

page map  page directory page page
| unused | level4 | pointertable | directory | table I offset |
63 48 47 39 38 30 29 2120 12 11 0

— Recent processors have 5-level paging (e.g., Intel Ice Lake)
e Use 57 bit addressing = 128 PiB of virtual memory space

R 54
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ARM Paging

e 4KB, 16 KB, 1 MB pages
e 32 bit architecture

— Up to two-level paging
e 64 bit architecture

— Up to three-level paging kB

or
N 16-KB

™ —‘ page

1-MB
or
16-MB
section

32 bits

outer page inner page offset

R 55
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RISC-V Paging (s unson svaoriscv)

e Sv39: Page-based 39-bit virtual addressing
— Bottom 39 bits of a 64-bit virtual address; the top 25 bits are not used

e Three-level paging

Virtual address Physical Address
g g g 12 44 12
—»| EXT| L2 L1 | LO |Offset PPN Offset
] | t
4 10
511 : (page size: 4Kb)
44 10
511
> PPN |Flags » ,
} _
1 | PRN__|Flags >11
0 t
LPagE Directory 1 . PPN Flags
0
——”  page|Directory I
satp
h-ﬂ

R Page Directory
56
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page number | page offset
P p2 d

e Consider two-level paging with a page size of 4 KB.
— 32 bit address space
— plis 10 bits
— p2is 10 bits
— PTE size is 8 bytes

e How many PTEs in the Level-1 page table?

e How many Level-2 page tables can be created in the worst case?
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page number | page offset

P4

P2

d

e Consider two-level paging with a page size of 4 KB.

— 32 bit address space
— plis 10 bits

— p2is 10 bits

— PTE size is 8 bytes

e Suppose there are 3 memory regions
in a virtual address space, each region can be
covered by one Level-2 table.
How much space is required for all page tables?

Virtual
memory

VPO

VP 1023

VP 1024

VP 2047

Gap

1023
unallocated

pages
VP 9215
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Discussion Questions

Multi-level page tables are widely used in modern systems. But
under what realistic condition might a flat page table actually
outperform them in terms of translation efficiency?

A. When the system frequently allocates and frees memory in
random regions

B. When the virtual address space is large but sparsely used

C. When most of the virtual address space is valid and densely
mapped

D. When page faults must be handled through user-space
exception handlers

K 59
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Discussion Questions

How do multi-level page tables and the TLB interact in modern
systems, and under what condition can their interaction
significantly impact memory access performance?

A. TLBs eliminate the need for page tables, so multi-level paging
becomes irrelevant

B. Multi-level paging makes TLBs unnecessary if only the first level
is cached

C. TLBs require flushing all levels of the page table on context
switch

D. If a TLB miss occurs, multi-level paging can lead to multiple
memory accesses for a single translation, increasing latency

K 60



UNIVERSITY OF CALIFORNIA, RIVERSIDE

Summary

e Virtual memory via paging provides several benefits,
including the ability to run larger programs than the
available physical memory, increased security through
memory isolation, and simplified memory management
for applications.

e However, using virtual memory also introduces
additional overhead due to page table lookups and
potential performance degradation if excessive
swapping occurs.
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