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Generalized Channel Probing and Generalized
Pre-Processing for Secret Key Generation

Yingbo Hua

Abstract—The paper considers secret key generation (SKG)
from a channel between Alice and Bob against Eve all with multiple
antennas. A generalized channel probing (GCP) method and a gen-
eralized pre-processing (GPP) method are proposed as two major
steps before quantization, information reconciliation and privacy
amplification for SKG. The degree-of-freedom (DoF) of the secret
key capacity (SKC), relative to power or signal-to-noise ratio, based
on the data sets at Alice, Bob and Eve after the execution of GCP is
shown. The SKC-DoF is also shown to be the same as that based the
new data sets after the application of GPP except for modifications
chosen for computational efficiency. In particular, if Eve has a less
number of antennas than either Alice and/or Bob, the SKC-DoF
grows with the number of random transmissions from either Alice
and/or Bob within each channel coherence period. This SKC-DoF
property for GCP and GPP does not require the reciprocity of
the channel. A reciprocal channel simply adds a product of the
numbers of antennas at Alice and Bob towards the total SKC-DoF.
Also shown in this paper is GCP with embedded public pilots,
which results in no loss of SKC-DoF. Two prior methods for channel
probing are also reviewed, and it is shown that none of them has the
above mentioned SKC-DoF property despite previous claims. The
potential application areas of GCP and GPP include both wireless
and wireline networks.

Index Terms—Network security, secret key generation, secret
key capacity, degree of freedom, channel probing, pre-processing.

1. INTRODUCTION

OR current and future networks such as Internet-of-Things
F and Internet-of-Everything, security for authenticity, pri-
vacy, integrity, etc, can be all enhanced by the availability of
fresh secret keys between legitimate parties. Due to the mas-
sive numbers of nodes in current and future networks, reliable
and timely key distributions via central operators are often
impractical. This makes secret key generation (SKG), especially
opportunistic SKG from any available channel environment, a
problem of great importance. A secret key generated from a
wireless or wireline channel between two parties can be later
used anytime and anywhere for security purposes between them.
For a comprehensive review of SKG, see recent survey articles
such as [1], [2].
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It has become a widely accepted notion since [3] that if a
channel between Alice and Bob is reciprocal within a coherence
period, then the channel can be first probed with (public) pilots
by Alice and Bob to obtain their respective estimates of the chan-
nel response. Then, they can perform any of the well established
methods for quantization, information reconciliation and privacy
amplification to produce a secret key [1], [2]. The achievable
secret key rate in bits per second using the above approach is
known to be limited in proportion by the inverse of the channel
coherence time. For environment with long coherence time, the
above approach may not meet practical needs.

Recently, there have been attempts to increase the secret key
rate beyond that constrained by the channel coherence time.
The authors of [4] proposed that for each coherence period,
a single-antenna Alice sends a sequence of random symbols
to a single-antenna Bob, and Bob sends another sequence of
random symbols to Alice. The authors claimed that a higher
secret key rate unconstrained by the channel coherence time
can be achieved this way. The authors of [5] considered a
multi-antenna Alice and a single-antenna Bob and proposed that
Alice sends sequences of random symbols via her randomly
selected antennas sequentially to Bob, and Bob sends a (public)
pilot to the randomly selected antennas at Alice. The authors
claimed that their approach can also achieve a secret key rate
unconstrained by the channel coherence time.

In this paper, we will show that in terms of the degree of
freedom (DoF) of the secret key capacity (SKC), none of the
two approaches in [4] and [5] outperforms the standard methods
where both Alice and Bob only send to each other public pilots.
See Sections II-A1 and XI.

It is important to note that SKC can be generally expressed as
dlog P + c at a high transmission power P where the constant
d > 0 is the DoF of SKC (relative to P), which is the primary
(or first-order) measure of how good a SKC is. The constant ¢
is the secondary (or second-order) measure of SKC, which is
useful to compare two or more SKCs when they have the same
DoF. The physical meaning of DoF can be also appreciated from
the differential entropy h(v|Z) of a “secret” n x 1 complex
Gaussian vector v with power P for each entry, conditional on
enemy’s observation Z. It can be shown that DoF'(h(v|Z))
equals n if v given Z consists of independent entries or has a
full-rank covariance matrix, or equals one if v given Z consists
of fully correlated entries or equivalently has arank-1 covariance
matrix.

More broadly, this paper presents a generalized approach for
channel probing and pre-processing before the quantization step
takes place for SKG. Unlike the major steps often stressed in
the literature such as in [1], [2], here we stress the importance
of both channel probing and pre-processing as shown in Fig. 1.
We define “channel probing” as the first step that results in the
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Fig. 1. Major stepsin SKG. The dashed arrows represent public or semi-public
communications between Alice and Bob that leak certain amount of information
to Eve.

initial sets of data, i.e., X', ) and Z, available to Alice, Bob and
Eve (eavesdropper) respectively. In general, there may be no
direct correspondence between the elements in X" and those in
Y, and hence the established methods for quantization may not
be readily applicable. We define “pre-processing” as the step that
uses A and Y to yield a pair of highly correlated secret vectors
at Alice and Bob that are ready to be quantized into a pair of
highly correlated bit streams. Such quantization methods include
coset based quantization [6], guard-band based quantization [7]
and continuous encryption based quantization [8], [9]. These bit
streams can be then converted by information reconciliation and
privacy amplification, using methods such as in [2], [4] and [10],
into a final secret key. Furthermore, we allow “pre-processing”
to include public communications but preferably subject to no
loss (or very limited loss) of SKC-DoF.

Specifically, in Section II, we will present a generalized chan-
nel probing (GCP) method for a multiple-input and multiple-
output (MIMO) scattering-rich wireless (or wireline discussed
later) channel between Alice and Bob against multiple-antenna
Eve where Alice, Bob and Eve have n4, np and ng antennas
respectively. For the GCP, we let both Alice and Bob transmit
random sequences of vectors with durations m 4 and mp re-
spectively in each channel coherence period, which leads to the
data sets X', Y and Z at Alice, Bob and Eve for each channel
coherence period. We will show that the DoF of the SKC Cg
based on {X, Y, Z} is

DoF(Cs) =min(ng, (na —ng)")(ma —na)

+min(na, (ng —ng)*)(mp —np) + nanpdy_1 (1)

where 6|, —; = 1 if the MIMO channel is (perfectly) reciprocal,
and 9|, —; = 0 otherwise. The precise definition of §|,_; along
with other assumptions will be given in the discussions leading
to Theorem 1. The proof of Theorem 1 is provided in Sections
IIL, IV, V and VL

Furthermore, in Section VII, we will present a generalized
pre-processing (GPP) method. Assumingnp < n 4, GPP allows
public communications, from Bob to Alice (and to Eve), of a
random matrix U superimposed onto )/, which consequently
allows Alice to obtain a consistent estimate U of U. Because
of the public communications, the data sets available at Alice,
Bob and Eve after GPP are changed to the new sets X”, )
and Z’. We will show that the DoF of the SKC C based on

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 71, 2023

X', V' and Z' is also given by (1). See Theorem 2. With fully
randomized transmissions from Alice and Bob during GCP,
the computation required during GPP to exploit the channel
reciprocity is nontrivial. Additional constraints on U can be
useful to reduce the computational complexity but potentially
at a slight loss of SKC-DoF as shown in Corollaries 1 and 2.
In Section VIII, we show the Cramer-Rao lower bound for the
estimation task at Alice during GPP. In Section IX, we show the
proof of Theorem 2 and Corollaries 1 and 2.

In Section X, we consider the situation where parts of the
random transmissions from Alice and Bob during GCP are made
public. Interestingly, as shown in Theorem 3, there is still no loss
of SKC-DoF from that given by (1). The public pilots from Alice
and Bob allow them to estimate their reciprocal channel matrix,
which can naturally be used to contribute the term nanp (5| ol-1
in (1). The other transmissions from Alice and Bob during
GCP can be also used rather efficiently during GPP to yield
the other terms in (1). Such a simple GPP scheme is discussed
in Section XII where Theorem 4 provides the sufficient and
necessary condition on any specific realization of the legitimate
and eavesdropping channel matrices in order for the scheme
to achieve a positive SKC-DoF, assuming that Eve has the
full knowledge of all channel matrices and there is no channel
reciprocity.

The most important contributions in this paper are Theorems
1, 2, 3 and 4. The other sections and materials in this paper
provide the necessary details to support and/or complement
those contributions. Note that despite varying complexities of
several versions of GCP and GPP shown in this paper, they can
be all used to achieve the SKC-DoF shown in (1).

Notations: Vectors and matrices are denoted by boldface
lower cases and boldface upper cases respectively. Unless de-
fined otherwise, x = vec(X) and x; = vec(X') where vec(X)
vertically stacks all columns of the matrix X into the column
vector x. A set of any kind of elements is denoted by calligraphic
upper case or by {-}. The set of all n x m complex matrices is
C™ ™. The mutual information between A and 53 conditioned
on C is I(A; B|C). The differential entropy of a random ma-
trix X conditioned on another random matrix Y is h(X]|Y).
The probability density function (PDF) of a circular complex
Gaussian random vector with mean m and covariance matrix
R is CN(m, R). The expectation operator is E. The real and
imaginary parts of X are $#(X) and $(X). The determinant
of matrix X is |X|. The vector from column-wise stacking
of matrix X is vec(X). The Kronecker product between X
and Y is X® Y. ()T = max(0,z). Logarithm with base 2
is log, and logarithm with base e is In. Transpose, conjugate,
conjugate transpose and pseudoinverse are the superscripts , *,
H and T respectively. The non-superscript * denotes a quantity
of no importance. range(X), row(X) and null(X) denote
respectively the column span, row span and right null space
of X. Also =, €, C and ¢ denote “defined as,” “belongs to,”
“subset of (or same set as)”” and “not subset of (or not same set
as)”. Other notations are defined in context.

II. GENERALIZED CHANNEL PROBING

Consider a MIMO flat-fading channel between node A (Alice)
and node B (Bob) with n4 and np antennas respectively. In
the broadband case, this flat-fading channel may correspond to
a subcarrier in an orthogonal frequency division multiplexing
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(OFDM) system. Let node A transmit the n4 X m 4 matrix X 4
over my > n4 time slots, and node B transmit the ng X mpg
matrix X p over another mp > np time slots. Then the signals
received by node A and node B are respectively

Ya=HspXp+ Wy, €CMa s, (2)
Yp =HpaXas+Wp, €C"P7 ™4, 3)

and the signals received by Eve (with np antennas) are both of
the following matrices:

Yepa=GaXs+Wga, €CMEXmA, 4)
Ygp=GpXp+Wgp, € C't*™ME, )

Here H, p is the channel matrix from node B to node A, G 4
is the channel matrix from node A to Eve, and Hp 4 and Gp
are similarly defined. The noise terms are represented by the
‘W matrices. Also note that for digital radio communication, a
public pilot is generally required for carrier-frequency and/or
carrier-phase synchronization. But such a pilot can be trans-
mitted via a separate subcarrier in an OFDM system or via
an auxiliary antenna, e.g., see [11], [12]. For the antennas and
subcarrier under consideration here, we assume that no public
pilot is necessary.

After the channel probing, the data sets available at node
A, node B and Eve are respectively X' = {X4, Y4}, V=
{X5,Yg},and Z = {Yg 4, Yr 5} We will be interested in
the degree of freedom (DoF) of the secret key capacity based
on {X,Y, Z}. We will also be interested in a pre-processing
by which Alice and Bob produce a pair of highly correlated
secret vectors based on {X', Y, Z} and further transmission via
a public channel. The pair of secret vectors should be ready for
secret key generation via established methods of quantization,
reconciliation and privacy amplification. Furthermore, we will
be interested in how much, if any, the pre-processing incurs a
loss of DoF from that based on {X', Y, Z}.

Itis clear that channel probing does not require any coding and
can be done with a high spectral efficiency within each channel
coherence period. Differing from transmission of a secret from
one node to another over the MIMO channel, a secret key based
on {X,), Z} can be generated by Alice and Bob via public
communications over any other (public or private) channel after
they have established X and ) respectively from the probed
MIMO channel.

For DoF analysis, we assume the following. All entries in
X 4 and X p are independent and identically distributed (i.i.d.)
with the PDF CN (0, P). All entries in W4, Wg, Wg 4 and
Wg g are i.i.d. CN(0,1). All entries in G 4 and G are i.i.d.
CN(0,02) where o remains comparable to one when P — co.
All entries in each of Hy g and Hp 4 are i.i.d. CN(0,1).
vec(Hx p) and vec(HF, ) are jointly Gaussian with the corre-
lation matrix pI,, ... If |p| = 1, the channel between nodes A
and B is said to be (perfectly) reciprocal. If |p| < 1, the channel
is said to be not reciprocal. Unless already mentioned otherwise,
the above matrices are independent of each other.

Note that P is proportional to the transmission power. For
DoF analysis, we will assume a large P or P — 0.

Lemma 1: Given the above described model of {X,), Z},
the secret key capacity C's in bits per independent realization of
{X,Y, Z} is bounded as follows:

CL <Cg<Cy (6)
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with Cp =I(X;Y) —min(I(X; 2),1(Y; Z)), and Cy =
min(I(X;Y), I(X; V| 2)).

Proof: This lemma follows from an argument of the master
definition of mutual information shown in [19] and Theorem
4.1 in [17] for discrete and memoryless { X', ), £}, the latter of
which is also available in [18]. [ |

We will also write C, = max(Cy,Cp) with Cq = I[(X;))
—I(X;Z) and Cp=1(X;Y)—I(Y;Z), or equivalently
Ca=nh(X|Z) = h(X|Y) and Cp = h(Y|Z) — h(Y|X). And
Cuy < Cz with Cz = I(X; Y| Z) = h(X|Z) — h(X |V, Z).

It should be noted that finding an easy-to-compute or even
easy-to-simulate expression of C';, with no loss of DoF (or Cy;
with no increase of DoF) for the current problem for an arbitrary
{na,np,np} seems an unsolved challenge. A key reason is
the products of Gaussian distributed matrices in (2)—(5). In this
paper, our focus is on the DoF of (', and Cy; subject to given
scheme of channel probing and/or pre-processing.

Theorem 1: If ng > npg, then DoF(Cp) = DoF(CL) =
DOF(Cs) = DOF(CU> = DOF(Cz) And for all (TLA,W,B),

DoF(Cs) =aap+apa+bap+bpa
—2nanp +nanpd -1 (7

where a4 p = min(ng, (na —ng)T)ma, bap = min(ng,

(nB +ng — TLA)+)HA, 5‘p|,1 =0if |p| < 1, and 5“)‘,1 =1if

|p| = 1. Note that (7) is equivalent to (1) as shown by (133).
Proof: The proof is given in Sections III, IV, Vand VL. B

A. Discussion of DoF(Cys)

1) Forng > max(na,ng): In this case, (7) reduces to
DOF(CS) == nAnBJ‘p‘,l (8)

which is zero if |p| < 1, or nanp if |p| = 1. In [4], the case of
n4 = np = 1 was considered. The above result shows that their
channel probing scheme with m4 > 1 and/or mp > 1 has the
same DoF (which is one) as using my = mp = 1.

2) Forng < N, < n4: In this case, (7) reduces to
)

DoF(Cg) = min(ng, (na —ng)")ma

+ (np+ng—na) na—nang +nanpd,-1 9

which increases as m 4 (> n4) increases, but is invariant to
mp (> np). Also in this case, the channel reciprocity is not
necessary for a positive or even large DoF. The above result is
useful for such situation where a base station with a large number
of antennas needs to establish a secret key with a mobile node
with a small number of antennas.

In [5], a channel probing scheme was proposed for a multi-
antenna Alice and a single-antenna Bob. In their scheme, Al-
ice transmits random symbols via randomly selected antennas
sequentially. We show in Section XI that the DoF of SKC of
their scheme subject to the reciprocal channel condition between
Alice and Bob is only n 4 for each independent subcarrier and
independent coherence period even if Eve has a smaller number
of antennas than Alice (i.e., for all ng > 1).

The special case (9) also has a connection with the result
shown in [14] where the authors considered a notion called
secret-key diversity multiplexing tradeoff (DMT). Based on
the data sets resulting from transmissions from Alice to Bob
(and to Eve) and a secret-key-rate outage probability at high
SNR, they showed that the DMT is equivalent to that of a
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MIMO channel with n 4 — n g transmit antennas and n g receive
antennas. This implies that the maximum multiplexity gain of
their SKG scheme is min(ng, (na — ng)™), which coincides
with the coefficient of m 4 in (9). In Section XII, we will discuss
a related case where Alice transmits random symbols via the
MIMO channel and Bob uses a public channel to send secret
information superimposed onto the signals received from Alice.
3) Forng < min(na,np): In this case, (7) reduces to
DoF(Cs) = min(np, (na —ng)")ma
+min(na, (ng — ng) " )mp + nanpd 1
(10)

which increases as either m 4 or mp increases. The first term
corresponds to the transmission from node A to node B while
the second term to the transmission from node B to node A.

4) Comparison to Wiretap Channel Model: Theorem 1 is
based on what is called source model for physical layer se-
curity [17]. In [13], a MIMO wiretap-channel (WTC) model
is considered where secret information is directly transmitted
over the channel without additional public communications.
Using the notations defined in this paper, the main conclusion
from [13] is that the DoF of the secrecy capacity Cs ¢ for
direct transmission over the n4 X np MIMO channel against
Eve with ng antennas in bits per channel coherent period of
total 7" sampling intervals is

DoF(Cswrc)=(min(na,ng)—ng)" (T —min(na, TLBE%)I)
provided T' > 2min(na, ng).

We see that DoF(Cs wrc) does not benefit from a possible
reciprocity of the channel, and DoF' (C's w1 ¢) vanishes as soon
asng > min(na, np). None of these is the case for DoF' (Clg).
As shown in (9), forng < ng < na, DoF(Cs) increases with
m . For the case of ng < min(na,np), we canletnyg > np
and T' = m4 + mp, then we see

DoF(Cs) — DoF(Cs.wrc)

= (min[np, (na — ng)] — (ng —ng))ma

+ (’ILB —nE)nB +TLATLB§‘p|,1. (12)
The above is strictly positive and also increases with m 4 subject
to n4 > np. This observation should have important practical
implications in regard to “direct transmission of a secret key
or information over the channel” versus “generation of a secret
key from the channel assisted by public communications over
another channel”.

5) Using Public Pilots and Random Symbols: 1t will be
shown in Section X that if n4 columns of X 4 and ng columns
of X are publicly known, there is no loss of DoF of Cg from
that given by (7). The term n an B(S‘ p|-1 1n (7) can be achieved
via reciprocal channel estimation based on the public pilots, and
the other terms in (7) are due to the random symbols in X 4 and
Xp.

6) Optimal m 4 and mp: It is important to note that m4 +
m p is in theory upper bounded by the product 7" of the coherence
time and the coherence bandwidth of the MIMO channel. If
n4 > np and we want to exploit the channel reciprocity, then
the optimal m 4 and mp that maximize DoF(Cs) are ma =
T — mp and mp = np. If there is no channel reciprocity, then
the optimal m 4 and mp are my = T and mp = 0. In Section
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XII, we will discuss the special case of GCP and GPP with
ma > ny and mg = 0.

III. ANALYSIS OF h(X|))

In this section, we will present all the necessary details to
obtain the DoF of h(X|)). One of the important results that are
also useful for later sections is (27).

We know

h(X]Y) = h(Xa,YalX5,Yp)
= h(XA‘XB;YB) + h<YA|XAa XB;YB)
:h(XA‘YB)—‘rh(Y,ﬂXA,XB,YB) (13)

where for the last equality we have applied that X  is indepen-
dent of {X 4, Yp}. Now we write

hXalYp) =h(Xa) + h(Yp[Xa) —n(Yp). (14

Since x4 = vec(X 4) has the PDF CN (0, (P + 1)L, ,m.,)>
we have h(X ) = log((me)™ ™A (P + 1)L, m,|) = nama
log(we(P + 1)) and hence

DOF(h(XA)) = NnNAMmA. (15)

To consider h(Y p|X4) in (14), let yg = vec(Y ). Also
define other similar notations of vectors accordingly. Then
it follows from (3) that yp = (X4 ®1,,,)hp 4 +wp and
equivalently yp = (I,,, ® Hp a)xa +wp. Given X4, yp
has the PDF CN'(0, Ry, 1x,) With Ry, x, = X4X5 @1, +
L..m,- Then

h(Y 5[Xa) = Eflog((me)" "™ [Ry ;x . |)}

= npE{log((me)™* | XL X + 1., D} (16)
Since rank(X ) =na duetons < ma, we have
DoF(h(Yp|X4)) =nang. (17)

A. Analysis of h(Y p)

For h(Y ) in (14), we consider the two cases “np <na”
and “np > n4” separately.

1) W(Ypg) for ng <mna: For ng <na, we consider the
following lower and upper bounds on 2(Y 5): h(Yp|Hp 4) <
h(Yg) < h(Y'g) where y'; is so defined that it has the PDF
CN(0,Ry ) with

Ry, = E{YByg} = ]E{RyB\XA} = naP+ 1D pm,-
(1
It follows that h(Y';) = log((me)™#™4|Ry,|) and hence
DOF(h(Y/B)) =npma. (19)

Given Hp 4, yp has the PDF CN(0,Ry u, ,) With
Ry, s, =PLn, ® HB’AHg’A) +1,,m,- Hence, h(Yp
|Hp a) = E{log((me)"2™4|Ry ;1 ,|)} and then

DOF(h(YB‘HB#q)) =npma. (20)

Since (19) and (20) (the upper and lower bounds on
DoF(h(Y p))) coincide, we have

DoF(h(YB)) =npma. (21)
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2) h(Yp) for ng >mna: For ng >na, we let Y5 =
(YL, YL ] where Y 1 consists of the first n4 rows of Y5
and Yp o consists of the last ng — n.4 rows of Y . It follows
that Yp1 =Hp 41X4+Wp and Ypo =Hp 42X4 +
‘W g » where the additional notations are defined in an obvious
way. It then follows that A(Y ) = h(Yp,1) + h(YB2|YB1).
Similar to (21), we have

DoF(h(Yp,1)) =nama. (22)

To consider h(Yp2|Yp,1), we first write A(Yp2|Yp1) ~
h(Yp2Hp 41X4a) > h(YB2HpA1X4, Hp 1) =
h(Y ,2|X4) where the approximation holds at high power
without affecting the DoF. Since ypo= (X4 ®1,, n,)
hp a2+ Wp 2, yB 2 given X 4 has the PDFCN (0, Ry, ,/x,)
with RYB,Q\XA = (XEXZ ®Lngna) + I(nB—nA)mA' Hence,
WY B2|Xa) = E{log((me)"smma Ry )}
rank(X4) = na, we have

DoF(h(Yp,2|[Yg1))>DoF(h(Yp2|Xa))=na(ng —na).

(23)
Now let us write the QR decomposition of Hp 41X 4 as
Hp 41X4 =R:1Q; where Qi is a ng X my4 row-wise or-
thonormal matrix. Since the row span of Hp 42X 4 be-
longs to the row span of X 4 or equivalently of Qg, it fol-
lows that there exists (np —na)na matrix Ry such that
Hp 42X 4 = R2Q;. Since Q; isafunctionof Hp 41X 4, we
have h(Yp2|Ys1) =~ h(Yp2Hp a1Xa) < h(Yp2/Q1).
SiHCGyB,A)Q = (Q,{ (9 InB,nA)I‘Q + WB7A72,W€haVC h(YB’Q
|Q1) SE{IOg((Tre)(nB_nA)nA |RyB,A,2|Q1 |)} where RyB‘A‘Q‘Ql
= (Q{ OLngny)Rey (QI @ Ly ny) + Lngnayma- It is
obvious that DoF(h(Y 2|Q1)) < (np —na)na and hence

Since

DOF(h(YB72|YB71)) S (nB — TLA)TLA. (24)

Since the upper bound in (24) agrees with the lower bound in
(23), we have

DOF(h(YB72|YB71)) = (TLB — TLA)TLA. (25)
Combining (25) with (22), we have
DOF(h(YB)) :nAmA+(nB —nA)nA. (26)

3) h(Y ) for Anyns and ng: Combining the above results
(21) and (26) for the cases of ng < n4 and np > n4 respec-
tively, we have

DoF(h(Yg)) =min(na,ng)ma + (ng —na)tna. 27)
Clearly, DoF'(h(Y 4)) when needed is also given by the above
but with “A” and “B” exchanged.

We can also translate (27) into a general lemma:

Lemma 2: If Y = HX + W where H is an [ X n matrix
consisting of i.i.d. CAN(0,1) elements, X is an m x m matrix
consisting of i.i.d. CN(0, P) elements, and W is an [ x m

matrix consisting of i.i.d. CA/(0, 1) elements, then relative to
P, form > n,

DoF(h(Y)) = min(l,n)m + (I — n)"n. (28)

B. Analysis of h(X4|Y ) and h(Y 4|1X 4, X5, Yp)
It follows from (14), (15), (17) and (27) that
DoF(h(Xa[Y5))
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=nang +nama —min(na,ng)ms — (ng —na) na

=min(na,np)na + (na —np (29)

Now we consider h(Y 4|X4,Xp,Yp) in (13), which
can be written at a high power as h(Y4|X4,Xp,Y5)
~ WY 4|Xp,Hp 4). Recall yq = (X5 ®1,,)hap+wa.
Given {Xp,Hpa}, ya has the PDF CN(mp, ,jh, 4
RAhA,B\hB,A) with Mh, glhpa = E{hAyB|hByA} and
RAhA,B\hB,A = (1 - |p|2)(X£XE ® InA) + InAmB' Hence
h(YA|XBvHB-,A) = E{IOg((ﬂ—e)nAmB |RAhA,B\hB,A D}
Since rank(X ) = np, we now have

DoF(h(Y 4|X4,X5,Y5)) = DoF(h(Y 4|X5,Hp 4))
(30)

)erA-

= nAnB(l - 6Ip\71)'

C. Result
It follows from (13), (29) and (30) that

DoF(h(X|Y)) = min(na,ng)na + (na — TLB)JF’ITLA
—I—TLATLB(I —5|p‘_1). 31

Note that DoF(h(Y|X)) follows by symmetry from that of
DoF(h(X|Y)) by exchanging “A” and “B”.

IV. ANALYSIS OF h(X|Z2)

In this section, we will derive the DoF of h(X|Z). We can
write

h(X|Z) = h(XalZ) +hYalX4,2)
=h(XalYga,YeB)+MYalXa,YE4,YEB)
=hXalYpa)+h(YalYEB) (32)

where in the last equation we have applied that Y g g is inde-
pendent of {X4,Y g 4}, and {X4,Ypg 4} is independent of
{Ya, Yg}

A. Analysis of (X 4|YE. 4)

To consider h(X 4|Y g, 4) in (32), we write

h(XA|YE7A) = h(YE’A|XA) -+ h(XA) — h(YEyA). 33)
Note that yp 4 = (X4 ®1,,)g4a + We . So, yg.a given
X4 has the PDF CN(O7RyE,A\XA) with RyE,A\XA =
o2(XEX4 @1,,) + Lugm,. Hence h(Yg a|Xa)=Eflog
((me)™2™A4 Ry, ,ix4l)}- Since rank(X 4) = n4, we have

DOF(h(YE’A|XA)) =MNENA. (34)

Following a similar analysis as that for DoF'(h(Y g)) in (27),
we have
DoF(h(Yg.4)) =min(na,ng)ma+ (ng —na)tna.
(35)
It follows from (33), (15), (34) and (35) that

DOF(h(XA|YE7A))

=nama+ngna —min(na,ng)ma — (ng —na) na

= (na—ng)"ma+min(na,ng)na. (36)
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B. Analysis of (Y 4|YE,B)
To consider h(Y 4| Y g ) in (32), we write
hMYalYe ) =h(Ya,Ye ) —h(YeB). (37)

Following a similar analysis as that for DoF (h(Y p)) in (27),
we have

DoF(h(YEg.p)) =min(ng,ng)mp + (ng — ng)tng,

(38)
DoF(h(Ya,Yg p)) =min(ng,na +ng)mg
Jr(nAJrTLE*TLB)JrnB. (39)
Note that {Y 4, Y g g} can be written as
Ya | |Has W,
vis) = (@] ot Wi

where the left side can be viewed as the signals received by
na + ng antennas over mp time slots in response to the signal
matrix X g transmitted by node B. The fact that 03 may be not
equal to one has little effect on the analysis. Taking the difference
between (37) and (39) yields

DoF(h(Ya|Yg.)) = min(na, (np — ne))mp
+min(na, (na +ng —ng) ng.
(41
C. Result
It follows from (32), (36) and (41) that

DoF(h(X|2)) = (na —ng)Tma +min(na,ng)na
+min(na, (ng —ng) )mp
+min(na, (na +ng —np) )ng. (42)

Note that DoF(h(Y|Z)) follows by symmetry from that of
DoF(h(X|2)) by exchanging “A” and “B”.

V. ANALYSIS OF h(X|Y, Z)

In this section, we will derive the DoF of
h(X|Y,Z). Using the components in X, ) and Z,
we can writt  h(X|Y,Z) = h(Xa|V, Z) + h(Y a| X4,
V,2)= h(XalXp,YB, Yra,Yen) + h(YalXs,Xp,
Y5,Yg 4, YE p) and hence

WXV, 2) =h(XalYB,YEa) +h(Ya|Xa,Xp,Y5)
(43)

where we have used the fact that {Xp,Ypg g} is indepen-
dent of {X4,Yp5,Yg 4} and the fact that given {X4,Xpg},
{Yg, 4,Yg g} is independent of {Y 4,Y5}. The DoF of the
second term in (43) is already shown in (30). Next we only need
to focus on the first term.

A. Analysis of h(Xa|Y5,YE 4)
We can write
MXalYB, Yea)=hYs, Y5 alXa)

+h(Xa)—Nn(YB,Yg.a). 44
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Similar to (34) and (39) respectively, we have
DOF(h(YB,YE,A|XA)) = (’I”LB + TLE)TZA,
DoF(h(Yp,Yg.4)) =min(na,ng +ng)ma

(45)

+ (np+ng — nA)+nA~ (46)
It follows from (15),(44), (45) and (46) that
DoF(h(Xa|YB,YE,A))

= (na—np—ng) ma+min(na,ng +ng)na. (47)
B. Result
It follows from (43), (30) and (47) that
DoF(MX|Y, 2)) = nanp(l —§p-1)
+(na—np—ng)Tma+min(na,np +ng)na. (48)

VI. DEGREE OF FREEDOM OF C'g

Given (31), (42) and (48), both of the followings are readily
available:

DoF(C4) = DoF(h(X|Z)) — DoF (h(X|Y)), (49)
DoF(Cy) = DoF (h(X|Z)) — DoF(h(X|Y, Z)).  (50)

We also have DoF'(Cg) = DoF (h(Y|Z)) — DoF (h(Y|X)),
which is the same as DoF'(C 4) after exchanging “A” and “B”.
A gap between the upper and lower bounds of DoF(Cy) is

DoF(Cz) — DoF(Cjy)
— DoF(W(X|Y)) — DoF(h(X|Y, Z))

+

=min(na,np)na + (na —np) " ma

YTm4 — min(na,ng +ng)na

=min(ng, (na —ng)")(ma —na) (51)

where the 2nd equality follows from (31) and (48), and the 3rd
equality follows from the fact that both (n4 —npg)™ — (na —
np —ng)T and min(na,np + ng) — min(na,ng) equal to
min(ng, (na —np)"h).

We see that if ny < np, DoF'(Cz) — DoF(C4) = 0. Note
that C'z is invariant to the exchange of “A” and “B”.
Hence, if ng < na, DoF(Cyz) — DoF(Cg) = 0. Therefore,
DoF(Cz) = max(DoF(Ca), DoF(Cp)) for all (na,np),
and hence DoF'(Cg) = DoF(Cy) for all (na,np).

Also note that C'4 is the secrecy capacity based on a one-
way public transmission scheme from node A to node B after
{X,Y, Z} is given, and Cp is that from node B to node A.
See page 120 of [17]. So, if n4 > np, then a one-way public
transmission scheme from node B to node A can achieve the
DoF of Cg, which is the inspiration for the GPP proposed later
in Section VIIL.

Using (42) and (48) in (50) does not directly result in a form
that is obviously invariant to the exchange of “A” and “B”.
To obtain an explicit expression of DoF(C'y) that is obviously
invariant to the exchange, let us recall

Cy = I(X;y|Z)
=hX|Z) - WXV, Z)
=h(XalYe 4, Ye ) +h(YalXa,Ye 4, YEB)

—(na—np —ng
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—h(Xa|XB, Y, Ye a,YEB)
—h(YalX4,X5, YR, Yr4,YEB)

=h(XalYga)+h(Ya|Ye ) —h(XalYB,YE 4)
—h(YalXa,X5,YpR)

=h(Yp,alXa)+h(Xa) = h(YEea) +h(Ya, YeB)
—h(Ygp)—h(Ys, Y a|Xa) —h(Xa)+h(YE,YEg )
—h(YalXa,X5,Yp)

=[h(Ya,Yg,)+ (Y, Ypa) = [MYEa) +1(YEs)
= ["(YB, YE.alXa) = h(YE,a|X4)]
—h(Ya|Xa,X5,Y5B). (52)

Then, applying (39), (46), (35), (38), (45), (34) and (30) to the
corresponding seven terms in (52), we have
DoF(Cyz) = DoF(Cs)

=min(ng,na +ng)mp + (na +ng —ng)tng

+ min(nA,nB + nE)mA + (TLB +ng — TLA)+TLA
—min(na,ng)ma — (ng —na) nag — min(ng,ng)mp
(53)

The above expression is clearly invariant to the exchange of “A”
and “B”. Furthermore, (53) can be simplified to (7).

+

—(ng —nB)"np —nang —nanp(l —6,-1).

VII. GENERALIZED PRE-PROCESSING

Now we present a generalized pre-processing (GPP) method
for SKG based on the observations by Alice, Bob and Eve shown
in (2)—(5) where there is no public pilot. We will assume n4 >
ng.

First let us recall a property of the mutual information
1(X;)):

I(X;Y) = h(X) = h(X|Y)
=h(Xa) +h(Ya) = h(XalYB) = MYalXa, X5, Yp)
=h(Ya)+h(Yp)—h(Yp|Xs) = h(YalXa,X5,Yp).
(54)
Applying (27), (17) and (30) to the above, one can verify that

DoF(I(X;))

(
(

HA,B = H§’A7
Hup # HE,A'

Note that a pre-processing method aims to generate a pair of
secret vectors at Alice and Bob that are ready to be quantized
into a pair of bit streams which can be then further processed
by reconciliation and privacy amplification. Any leakage to Eve
during channel probing, pre-processing and any other steps will
need to (and can) be taken care of during privacy amplification.
Furthermore, it is desirable that the pair of secret vectors gener-
ated by preprocessing on the raw data { X', )} preserves the DoF
of I(X;)) given by (55). It is also desirable that any leakage to
Eve during pre-processing does not reduce the DoF of the secret
key capacity from that given by (7).

We will next primarily consider the reciprocal channel case
where Hy p = Hg) 4 = H. For the non-reciprocal channel

~ [np(ma+mp—np),

N {nB(mA +mp —na—ng), (53)
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case where Hy p # HE 4»adiscussion is given later in Section
VII-C.

Our proposed GPP for the reciprocal channel case is as
follows. Bob first generates a complex-valued random matrix
U = [Ug, Uy, Uy] where the submatrices have the dimensions
np Xnp, np X (mA — TLB) and np X (mB — nB) respec-
tively. Notice that the total number of complex elements in U
equals DoF(I(X;))). We will further assume that the entries
in U arei.i.d. CN(0, P") where P’ is comparable to P or simply
P’ = P. Then the DoF of h(U) equals DoF(I(X;))) in (55)
for the reciprocal channel case. And if Alice can obtain a consis-
tent estimate U of U, then Alice and Bob have a pair of secret

vectors, i.e., vec(U) and vec(U), whose mutual information has
the same DoF as I(X';)).

Then, in order for Alice to be able to estimate U, Bob performs
an “incoming signal assisted transmission (iSAT),” i.e., he sends
out X’y = Xp + [Ug, Ug] and Y5 = Y + [Ug, U] via any
reliable public channel to Alice. Here we assume that both Alice
and Eve receive X'; and Y’ with a negligible noise compared
to W4 and W .

Theorem 2: Let X' ={X,X’5, Y3}, V' ={Y,U} and
Z' ={Z,X’5, Y5} Then, for n4 > np, the secret key capac-
ity C based on {X”’, ), 2’} has the same DoF as C'g based on
{X, Y, 2}, ie,

DoF (C4) = DoF (Cs). (56)

Proof: The proof is given in Section IX. |
This theorem says that the leakage to Eve due to {X'5, Y5}
does not change the DoF of the secret key capacity from that
given by (7). The GPP is inspired by a conceptual approach
shown in Section 4.2.1 in [17] where Bob transmits publicly
the modulo sum of a uniform random variable ¢/ and a discrete
Y (both belong to a common finite set). By doing so, the lower
bound C'p on Cg is achieved. But an application of that approach
for {X,Y, Z} given in this paper would require (among major
issues) a proper coding scheme, which is not yet available.

A. Estimation of U by Alice

To show how Alice can estimate U, notice the key equations
that Alice now has:

Y4 =H(X;z — [Up, Us]) + Wy, (57)
5 =H"X 4+ [Up, Uj] + W, (58)

where the unknowns are H and U = [Uj, Uy, Us]. Also notice
that (57) is nonlinear. To show more insights into (57) and (58),
we let Y4 =[Ya.a,Yag] with Yu , consisting of the first
np columns of Y 4 and Y 4 g consisting of all other columns
of Y 4. We will use the subscripts , and g to indicate the same
partitions for all relevant matrices. Then we know

Yaa=H[X5, — U+ Wa, (59)
Yap=H[X}5 53— U]+ Wyp, (60)
Ba=HX40+Uj+Wg,, 61)
s =H'X45+U +Wpgs. (62)

If H is given, then the least-square (LS) estimates of Uy, Uy
and U, are as follows:

Up=H"H+L,,) " (-HAY A0 + AY;,), (63)
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U1 =Y, - B X (64)

U, = — (AYA) THIAY 4 4, (65)

with AY 4 0=Ya o — HX} . AY, =Yg, —H'X,,
and AY 45 =Y — HX) ;. Note that (63) is the LS so-
lution of Uy to (59) and (61), or equivalently,

fjo = arg min Jy (66)
Uy

with

2

N P
Jo = H {A}{gﬂ - [1 H} U, 67)

npg

F

Here ||[M||% = Tr(MMH#) for any matrix M. We will also
write Jo = ||[Yo — HoUp||% with Yo and Hy defined in an
obvious way.

If Ij() is a consistent estimate of U, then a consistent estimate
of H follows from (59), i.e.,

H=Y4aX5,— U™ (68)
which then leads to consistent estimates of U; and U, via (64)
and (65).

To find a consistent estimate Ijo, we can use (68) in (61),

which yields

(Xpo—00)" (Yo —00) = Y[ Xaa (69
This is an np X np quadratic matrix equation of the ng X np
unknown matrix Uy, which in general have multiple (but no
more than 2”23) solutions. One of the solutions in the absence
of noise is the desired solution Uy. R

Every solution to (69) can be written as Uy = Ug —
AUj. Then (69) implies (X5 + AU (Y50 + AUp) =
Yi,aX A,a- Clearly, every nonzero AfJO in the absence of
noise is independent of Uy. For example, if np = 1, then
Aﬂo = —XB,o — Y B, Furthermore, one can verify that the
corresponding estimates of U; and U» from (64) and (65) can be
also written as U, = U, — AU, and U, = U, — AU, where
AU; and AUs in the absence of noise are also independent
of U. Therefore, among all solutions to (69) in the absence of
noise, the desired solution has the minimum variance. Provided
that the number ny = ng(ma + mp — np) of entries in U is
large, the desired solution to (69) can be detected by choosing the
one corresponding to the smallest P7711U 0|2 which approaches
to one for large ny.

Alternatively, the desired solution to (69) can be detected
if there is an additional constraint on Ug,. For example, Bob
informs Alice, via public channel, of C and d such that

Tr(CTUy) = d. (70)

Corollary 1: For the reciprocal channel case, i.e., |p| = 1, if
there is the public constraint (70), then there is a loss of one DoF
in the secret key capacity from that given by (7) with J),_; = 1.

Proof: See Section IX. ]

With a good initial Ijo, there is a good initial H from (68).
Also note that for any given H, the optimal estimate of Uy
subject to (70) has a closed form as shown next. The Lagrangian
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function of this problem is

Lo = Jo + u,R(Tr(CTUy) — d) + 11;3(Tr(CTUy) — d)
(7D
where y, and p; are two real-valued multipliers. One can ver-
ify that §5& = 52k + 58k = —2H{ (Yo — HoUy) +
wC* with = i, + jp;. Then the solution of Uy to gé‘; =
is

o = (H{'Hy) ' (H{Y, - gc) . (72)
Applying (70), we have
Ty H -1y _
B Tr(CY(H{'Hy) Yo d). 73)

2 Tr(CT(HIHy)1C)

Note that (72)—(73) is the LS estimate of Uy subject to a fixed
H and (70), and this estimate reduces to (63) if (70) is absent or
equivalently p = 0.

1) Maximum Likelihood Estimation: To find the maximum
likelihood (ML) estimates of all unknowns (i.e., H, Uy, U and
Us), we need to find the unknowns that minimize the following
cost function:

J =Y~ HX} — [Up, Uz]) I

+ (Y —HTX 4 — [Up, Uy]||%. (74)

We already know that if H is the ML estimate (or equivalently
the LS estimate) of H, then the ML estimates of Uy, U; and
U, are available in closed forms as shown before.

To find the ML estimate of H subject to a good initial estimate

fI(O), we can use the gradient method as follows:

0J

fy — g, 97
ToH|,

(75)

where k denotes the k-th iteration, and 7 is a step size. Further-
more, one can verify from (74) that

% == 2(YA - H(X/B - [U()vUQ]))(X/B — [U(),UQ])H

—2[(Y — HTX 4 — [Up, Uy ) XH7T (76)

where H, Uy, U; and U need to be replaced by their best
estimates at every iteration.
Upon convergence of the gradient algorithm, the final estimate

U of U at Alice should be highly correlated with U originally
generated by Bob. As the power P increases, +|U — U||%
decreases to zero. The variances of the entries in U at large P

can be measured by the Cramer-Rao lower bound as discussed
in Section VIIL.

B. Discussion

1) Extracting a Common Vector by Reciprocal Multiplica-
tion: Since Alice knows X4 and Y4 =Hy pXp + W, or
equivalently y4 = vec(Y4) = (XL ®@1,,)hap +wa, she
can compute

24 = (I, ® XH)ya = (X5 @ X} )hap

+ (I @ XH)wa. (77)
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Similarly, Bob knows Xp and Yp =Hp X4+ Wp
orequivalently y 5 ; = vece(Y%) = (I,, ® XX)hap +wp i,
and he can compute

zp = (X5 ® Ly, )ys: = (X5 ® X )hap
+ (Xg ® ImA)WB,t- (78)

The multiplications performed on y 4 and y g ; respectively in
(77) and (78) can be referred to as reciprocal multiplications. It
is clear that at high power, both z 4 and z g are dominated by the
common vector v = (X% @ X% )hy p. Therefore, it follows
that DoF (h(z4|zg)) = 0 and hence

DoF(I(za;zp)) = DoF(h(za)) = DoF(h(v)). (79)

It is easy to verify that E{vv} = Pngl,,, ® Pnal,,, =
nangP?1,, .mp» Which implies that the entries in v are all
pair-wise uncorrelated. But the entries in v are non-Gaussian,
and in general they are not statistically independent of each other.

Since z 4 and zp are functions of X and ) respectively, we
have I(z4;zp) < I(X;Y) and from (79) and (55) that

DoF(h(v)) <np(ma+mp —np). (80)

Since v has the dimension mgqmp x1 and mampg >
np(ma+mp —ng)(duetoms > nyg > ngandmpg > np),
there is generally statistical dependence among the entries in v.

For example, consider the case of ngy =np =1and ma =
mp = 2. Then we can write X 4 = [a1,as], X5 = [b1, b2] and
H, g = [h]. Hence

[braih, biash, baayh, baash]™. (81)

One can verify that vy is uniquely determined by vy, vo and vs,
i.e., vy = 2%, Atthe same time, we see that E{vvi} = P?1,,
i.e., the 4 entries in v are pair-wise uncorrelated.

2) A Special Case: Forng =np =landmy =mp =m
welet X4 =a, XL =b, Y4 =ya, Y5 = yp. For this case,
the authors of [4] proposed the following strategy where Alice
and Bob compute respectivelyzy =a®yasandzz; =b O yp
where © denotes the element-wise product. At high power, z/4
and z'y share the common vector v/ = (a ® b)h which has the
dimension m. In this case, it follows that

DoF (I(y; ) = m

V= [Ul,v2,v37v4]T =

(82)

which is however smaller than the corresponding

DoF(I(X;Y)) = 2m — 1 form > 1.

C. The Case of |p| < 1orHap # Hp 4

For this non-reciprocal channel case, we see from (55) that
the DoF of I(X'; )) is reduced by n 4n 5. In this case, we can let
Uj and the first n4 — np columns of Uy be public, and then the
remaining entries in U have the DoF equal to DoF(I(X;)))
given by (55) for the non-reciprocal channel case.

One can verify that with X, X/ and Y'5, Alice can obtain
consistent estimates of all non-public entries in U. Specifically,
Alice can compute an initial consistent estimate of H 4 p based

on (59) as follows: H 5 = Ya,.4(X5,, — Up)~*. With any
I:IA,B, the ML estimate of Us is the LS solution of (60), i.e.,
Uy =Xy 5 — (HY gHA ) "HY 5Ya5.  (83)

The ML estimate of H4 g (and hence Us) can be found by a
gradient search of the LS solution of (59) and (60) with H =
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LA 2 a7
Hyp ie, Hapkt1 =Hapr — ngr

first term in (74), and 5 6‘]1 is the first term in (76) with H =
H, . For ML estlmatlon of Hp 4 and the unknowns in Uy,
let Y'; . and X 4 - be each the first 4 columns of Yz and X 4
respectively, U, be the first n4 columns of [Ug, Uy}, and U,
Y'; . and X 4, be each the last m 4 — n4 columns of Uy, Y,
and X 4 respectively. Then the ML estimates of Hp 4 and U,

where J; is the
k

are given by the LS solution to (61) and (62) with H' =H B,As
i.e.,
-1
. N XaXH X4,
[HB,A7 U } [T1, ] )2 A 1 A (84)
A, ma—na
with Ty = (Y, — U )X +Y, XA .

Note that unlike the case where a reciprocal channel is fully
exploited, the complexity of the above method is much lower.
Furthermore, if we know that n 4 > np > np, then the optimal
choice of mp in terms of SKC-DoF can be chosen to be np
as discussed in Section II-A2. In this case, Us is empty, and
the estimation of H 4 p is no longer needed. In other words, if
mp = np, Alice only needs the optimal estimate of the npg x
(ma — na) matrix U, as given in (84), which can be further
written (using block matrix inversion) as

U, =TT; + Y}, . T; (85)

with Ty =—(Xy4, ,YXQI,Y)’lXA + and T3=1,, ,, +
x (X4, 7XH )"'X 4 . (The MMSE estimate of U, could
also be used by’ Ahce which is however not to be dlscussed)
Alice and Bob can then use the pair of secret vectors vec(UT)
and vec(U, ), respectively, to generate the final secret key.

Corollary 2: For the non-reciprocal channel case, i.e., |p| <
1,if U and the first (or any) n4 — np columns of U are public,
then there is no loss of DoF in the secret key capacity from that
given by (7) with §,_; = 0.

Proof: See Section IX. |

VIII. CRAMER-RAO LOWER BOUND

In this section, we show the Cramer-Rao lower bound (CRLB)
for the covariance matrix of the estimates of all unknowns by
Alice during GPP. Since CRLB is for unbiased estimates, it is
generally a lower bound achievable by the covariance matrix of
the maximum likelihood estimates when SNR is high.

Since the noise matrices W4 and Wpg consist of i.i.d.
CN(0,1) elements, the joint PDF of Y 4 and Yy is

f(Ya, YY) (86)

= Koexp(—J)
where K is a constant and J is given in (74) It follows that for

any parameter ¢, we have ag;f = —%25. One can verify from

(74) that 22 = —2W, X4 — 2XA aWB . 2X% 5WB g
- = 2HT W o, —2Wp ., & = —2Wp s and &
HHWAB.

The above equations imply that the Fisher information matrix
of the normalized unknowns H, \FUO’ \FUl and \/FUQ has
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the following structure:

Fh)h VPFhu VPFhu, VPFhu,
PF{ PFy u 0 0
F= VP 010 (87)
VP Fhul 0 PFy, o, 0
\/>Fh Juo 0 O PFUQ,UQ

where all nonzero entries are proportional to P. For each pair of
complex vectors x and y, Fy  has the following form:

F,, = |ER0se) Freose)
’ Foxmy) Fax)se)
oJ oJ oJ
_ E MN(x) 3R(y)T E OR(x) OS(y)T (88)
E oJ oJ E 67 oJ
F3(x) OR(y) T 35(x) 33(y)T

where the expectations are over the noise. Note that %{x) =
%(% + (g—i)*) and ¢ (x) = (—j% +j(%)*). Also note
that for w with the PDF CN(0, 1), we have E{ww’} = 0 and
E{ww!} = I. Further details of the nonzero entries in (87) are
given next.

One can verify that Fg}g(h) R(h) = Fg(h) S(h) = 2%(
XT ® InA) + 2%( ng ® X* XA) F%(h) 3(1’1) F‘\(h) Sﬁ(h)
—Q\S(X%Xg ® InA) — 2\$< ng @ XAXA)’ FSR(UO) R(ug) =

= 2%(:[”3 ® HTH*) + 2171/23, Fm(uo)’ (uo)
FS o) ) = 29T OHTH), By pun) = Fou) s(u)
=28 (ma—n)» FR(un),3001) = F ), ) =0 FReus) Reus)
& HTH*) and Fﬂ%(ug),i‘f(ug) =

Il UJ*

F3(u0),3(10)

= F3(u,),30m2) = 2R(Lmp—np

FZ‘;(u2)>§R(u2) =2%(Inp—np ® HTH*)'
To derive the cross-correlations between gﬁ, 881;]0 s (,;9“1 and
g—é,itishelpfultouseA =X3®I,,,B=1,,®X%,C=

L.,® HY and D = Lnyny ® HY. Alsouse A, = XE,Q ®
L.,.Ag=X5,301,,,Ba=1,, ®X} ,andBg =1,, ®
X.p

Then, one can verify that Fym) nw,) = —2R{AE{wa
WE’Q}CH} + 2§R{BQE{WB@¢WI§’Q}}. Here IE{WAWI{{’&}
equals the first nanp columns of I,,,,,, and hence
AE{waw!{ |} = A,.LetPp , and P g be the permutations
such that WB.at = PB,aWB,a and WB At = PBﬁWB”@.
Then, F?R(h),%(uo) = 72?}3{){%7& QH} + 23%{(]:”3 ® in"a)
Pp}. Similarly, one can verify that Fy) g, =
F3(h),3(u0): Fr(n) s(u) = ~Fsm)vwe) and Frem) g,) =
23{X% ., @ H} —28{(1,, ® X} ,)Ppa}.  Furthermore,
with Bg =L,® leﬁ,we have F?R(h),?R(ul) = F%(h),%’(ul) =
2R(Bs)Pps and Frm) sw) = —Fam)pm) = —23(Bs)
Pp g Andwith Ag = X3 ;®1,, and D = L., ,,, © HY,
we have F§R(h),§R(uz) = F%’(h),%‘(uz) = 72§R(AﬁDH) and
Fph)a(us) = —Fam) peus) = 23(AsD). .

The Cramer-Rao lower bound (CRLB) on the covariance
matrix of the maximum likelihood estimate of the real-valued

unknown vector 6, i.e., the column-wise stack of R(h), S(h),

#?R(UO), T%%(UO), \/%%(ul), #%(ul), TlﬁéR(UQ) and
\/lﬁc‘(ug)) is given by the inverse matrix F~1. If any param-
eters in € become known, the corresponding Fisher information
matrix is still given by F but with the corresponding columns
and rows removed.
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If H is given, the CRLBs for \FUO, \/%ul and \/ﬁug

are respectively 5F.!, . $F.!, and 5F.! . The cor-
responding lower bounds on the (per—complex -element) es-

. . . 1 1 1

timation variances of Jp, 7FW and ﬁllg are re-
P B (FuO UO) mT’r(F ) and

1

mTr(Fu2 u,)- Note that these bounds are indepen-
degt of.XA z.md Xp. Fl.lrther.more Ful1 w = #IQTQB(mA—”B)
which is uniform and invariant to any unknowns. This property
for u; (whose dimension increases with m 4) should be quite
useful in practice.

spectively i

IX. SECRET KEY CAPACITY AFTER PRE-PROCESSING

In this section, we provide the proof of Theorem 2 and Corol-
laries shown in Section VII. For the proposed pre-processing
method, additional data are communicated publicly. The data
sets available at Alice, Bob and Eve are now changed from
X, Y and Z to X', ) and Z’, respectively, where X' =
{X, X5, Y5} YV ={Y,U} and 2" ={Z,X’;,Y}y}. Also
remember the assumption n4 > np.

Now the secret key capacity of the new model is denoted
by C% which satisfies max(C’y, C) < Cy < C’ where C'y =
R(XZ') — h(X'Y). Cpy = h(Y'|2) ~ h(Y|X") and C}) =
h(Y'|Z") — h(Y'|X', Z"). We will show next in Section IX-A
that DoF'(h()'|X")) = 0 and hence DoF (h(Y'|X’, Z")) = 0,
and therefore

DoF(C%) = DoF(C%) = DoF(Cp) = DoF (h(Y'|Z)),
(39)
which will further be shown to be (103) in Section IX-B. We

will also show in Section IX-C that
DoF(C”S) = DoF(Cys) (90)

where the right side is given by (53) withn4 > np and |p| = 1,
which leads to Theorem 2.

In this section, we will also highlight key modifications
needed to prove Corollaries 1 and 2.

A. Proof of DoF(h(Y'|X")) =0
We know
h(YV'|X") = h(Xp, Y5, UX)
= h(Xp|X) +h(Yp[Xp,X)

+ h(U|Xp, YR, X). (Y]

It is shown next that each of the three terms in (91) has zero DoF.
Note that for Corollaries 1 and 2, there are public con-
straints on U. Those constraints do not change the property
DoF(h(Y'|X")) = 0. In fact, those constraints make )’ some-
what “more determined” by X”.
1) Proof of DoF (h(Xp|X')) = 0: Here

hMXp|X') = h(X5|Xa, Ya, X5, YEp)

=h(Ya, 51X, X5)+ h(Xp|Xa)
—h(Ya, Bl1Xa)

= WY alXp)+h(X5|Ya, Xp)+h(Y5Xa, Ya, X5, Xp)
+h(Xp) — MXp) = M(YalXp) - h(Y5[Xa, 39738&2))
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where we have dropped the condition on X4 in several
terms when it is independent of all other matrices of interest.
It is clear that DoF(h(Xp)) = DoF(h(X'’5)) =npmsg,
DoF(h(Ya|Xg)) =nang and DoF(h(X'5|Ya,X5)) =
DoF (h(X5|Xp)) =ngmp. Also DoF(h(Y4|Xs)) =
DoF(h(Y a)) =npmp + (na —np)ng, which follows
from a similar analysis as for (27). The other two terms
hMY'51X4, Y4, X5, Xp) and h(Y'5|X4,X’5,Ya) in (92)
are discussed below.

We know DoF(h(Y'5|X4,Ya,X5,Xg)) = DoF(h(Y's
|X 4,Up, Ha p)) where we have applied that {Y 4,Xp} de-
termines H4 p at a high power P, {X’;,Xp} determines
[Ug, Ug], and, given {X 4, U, H4 5}, Y3 is independent of
{Y 4,X'5, X g}. Furthermore

h(YIB‘th U07 HA,B) = h(Y/B,oc|XAa U07 HA,B)
+ h(Y'g 51X4, Y5 o, Uo, Ha )
=h(YB,alXa,Hap)+ MYy 4/Xa,Hap). (93)

We also know that DoF(h(Yp,o|Xa,Hsp)) =0 and
DoF(h(YﬁB7ﬂ|XA, H4 ) = DoF(h(Uy))=ng(ma—npg).
Therefore,

DoF(h(Y'5|X4,Y4,X5,Xp)) =ng(ma—ng). (94)
Now we consider
hY3IXA, X5, Ya)=h(Ypg X4, X5, Ya)
+ (Y 5Yp 0, X4, X5, Y ). 95)

where we  recall ngya =Hp aXan+Ug+Wpg,,
Y5 s =HpaXaps+ Ui+ Wpg, Xp=Xp+[Ug U,
and Y4 =H,4 gXp+ Wy, Since U; is independent of
{YjBﬂ,XA,X’B,YA}, and {Xp,q, Y4 o} determines Hy p
athigh power, we have DoF (h(Y'; 5|5 s X4, X5, Y 4)) >
DoF(h(Y'y 51X 5.0, Y5 00 X4, X5, Y a)) = DoF(h(U; +
W35 g)) =ng(ma —ng). Since Y}B’ has the dimension ng
x(ma —np), DoF(h(Y'g 4l%) < np(ma — np). Therefore,

DoF(MY's 5|Y'5 0, X4, Xp,Y4)) =np(ma — nB)('%)
Since Yg)a has the dimension np X ng, DoF(h
(Y’ o[%)) < n7. We show next that

DoF(h(Y's o|Xa, X5, Y4)) =np. 97)

To prove (97), we consider h(Y’j37a\XA,X’,3,YA) >
h(Y'5 o1 X4,0: X5 4 Ya,a). It is now sufficient to prove
DoF(h(Y' o|X4.0,X5 4, Ya,a)) =n%. There is a little
complexity due to the product Hy pXp of two random
matrices in Y4. But we can get around this problem by
applying the chain rule of differential entropy to the total 71253
(complex) elements in Y%,a and show that each of the ny
terms has its DoF equal to one. It suffices to show that at a
high power none of the elements in Y5 , can be consistently
estimated from all other elements in Y'; , along with the
knowledge of {XA7Q7X’E;,Q,YA7Q}. Indeed, any n% —1
elements in Yz , along with the n% + 2nanp elements in
{XAVOL,X’BKX,YA,Q} constitute 2n% + 2nanp — 1 known
equations. The corresponding unknowns are the n 4n g elements

in X 4,4, the n% elements in X ,, the n% elements in Uy
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and the nsnp elements in H, p. We see that there is an extra
degree of freedom in the unknowns. Hence, no element of Y’5 ,

can be consistently estimated from all other elements in Y5

along with {X 4 4, X/B,cw Y 4,q }. Therefore, (97) holds.
Using (97) and (96) in (95) yields

DOF(h( IB|XA,X/B7YA)) =npma. (98)

Then applying (98), (94) and other results below (92) into (92),
we have

DoF (h(Xp|X")) = 0. (99)

Since X’ includes X'z = X + [U§, Us), (99) suggests that,
with X7, Alice’s ambiguity about {Ug, Uz} does not increase
as power increases. This coincides with the fact that Alice can
obtain a consistent estimate of { Uy, U } and hence U as power

increases.
2) Proof of DoF (h(Yp|Xp,X')) = 0: Here

h(Yp|Xp, X') =h(Yp|Xp,Xa,Ya,
~h(Yp|Xa,Hap)

and therefore DoF (h(Y g|Xpg, X')) = 0.
3) Proof of DoF(h(U|Xp,Yp,X’)) =0: Here

h(U|Xp, Y5, X') =h(UXp, Yp,Xa,Ya,
= h(U|Uy, Uy, Uy)
and hence DoF (h(U|Xp,Yp, X)) = 0.

5 Yh)
(100)

B Yg)
(101)

B. Analysis of h(Y'|Z")
Since {X';, Y'5 } is part of each of ) and Z’, we have
hV'|2') = MXp, X, Y5, Y5|2') = hM(Xp, Y5|2Z)
= h(Xp|Z') + MYB|Xp, Z'). (102)
We show next in Sections IX-B1 and IX-B2 that
DoF(h(Y|2'))

+

=ngng +npmp —min(ng,ng)mp — (ng —ng) npg

+min(ng +ng,na)ma+ (np+np —na)ng —n%

)" (103)

—min(na,ng)ma — (ng —na) na —p,

which can be simplified to
DoF(h(Y'|2"))
= (ng —ng)t(mp —np) +min(ng, (na —ng) )ma

) (104)

+min(ng, (ng +ng —na)")na —p.

Here p = 0 for Theorem 2 where there is no additional constraint
on U; p =1 for Corollary 1 where there is a complex scalar
constraint on Ug; and p = pg + p1 = nanpg with pg = nQB and
p1 = np(na — np)for Corollary 2 where U and the firstn 4 —
np columns of U; are public, or equivalently, X g , and the first

n 4 columns of Y p are public.
1) Analysis of h(Xg|Z'): We know

h(XB|Z/) = h(XB|27X/BvY33)
=h(X%|2,Xp,Y5) + h(Xp|Z,Y])

— h(X3|2,Y]). (105)
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Here h(X'312,Xp,Y’) = h(Up, Us|Y g, 4, Y);) after drop-
ping the conditioning components {Xp, Y p} that are inde-
pendent of {Uy, Uy, Yg 4, Y5} For Corollaries 1 and 2, this
equality also holds but subject to the scalar constraint on Uy, for
Corollary 1 or Ug being public for Corollary 2.

So, the first term in (105) is

X512, X5, YY) = h(UO,U2|YE7A,Y'B)

= h(Uo|YE a4, YY)+ h(Uz)

= h(YE7A,Y39|Uo) + h(Ug) — h(YE,A,Y/B)

+ h(Us). (106)

We now show that DoF(h(Yg a,Y5|Up)) = DoF(h
(Yg.4,Y%)). First, we can write h(Yg a4, Y5|Ug) =
h(Yg a)+h(Y5|YE A, U)=h(Yra)+h(YpolYEa)+
hYgs+Ui1|Yga)and (Yg a,Ys) =h(Yea)+h(Ys
Y5 4). We know that n% = DoF(h(Yp.a|XA.a YEA)) <
DoF(h(Y .Y £.4) < DoF(h(Y 5.0) < 1%, DoF(h(Y 5.5
+Ui|Yg a))=DoF(h(Uy))=ng(ma—ng), DoF(h(Y'y
[Yg 4))=DoF(h(Uy, Uy))=npgma.Hence, DoF(h(Y g, a,
Y'51U¢)) = DoF(h(Yg,a,Y's)). One can verify that this

equality also holds for Corollaries 1 and 2.
Then, (106) implies

DoF(h(X/3|Z,X 3, Y}y)) = DoF(h(Uy)) + DoF (h(Us))
=npmp —p/. (107)

Here p’ = 0 for Theorem 2, p’ = 1 for Corollary 1, and p’ = pg
for Corollary 2.

The second term in (105) is h(Xp|Z,Y%) =h(Xg
Ye4,YEB, Y;3)=WXp|YEeB)=NYE B XB)+h(Xp)
— h(YE7B) Like (17), DOF(h(YEB|XB)) = nNgnpg. Like
(27), DoF(h(YE,B)) = min(ng,ng)mp + (ng —ng) np.
Also note that DoF'(h(Xp)) = ngmp — p'. Hence,

DoF (h(X5|2,Y%)) = DoF(hMXp|YE,B))
=ngnpg +ngmp — min(ng,ng)mp — (ng —ng) ng
-7 (108)

The third term in (105) satisfies h(X'g) > h(X’5|2,Y) >
h(X'512,Xp,Y’%) = h(Up, Us) where both the lower and
upper bounds have the same DoF ngmp — p/, and hence

DoF (h(X’5|2,Y')) = npmp —p'. (109)
Therefore, using (109), (108) and (107) in (105) results in
DoF (h(Xp|2")) = DoF (h(Xp|YE,5))
=ngnp +npmp —min(ng,ng)mpe — (ng —ng) np
-p. (110)
2) Analysis of h(Y 5|Xp, Z'): We know
hY5 X5, Z2)=h(YslXBE, YE A, YE B, X5 Y]E)
=hYg|Up, Uz, Yr 4, YY)
= h(Yg|Ug, Uz) + h(YE,4,Y5|Up, Us, Yi)
— n(YE,a,Y5|Ug, Us). (111)

Here, without the constraints in Corollaries 1 and 2,
DOF(h(YB|UQ7U2)) = DOF(h(YB)) =ngmy due to (27)
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with n4 > np. But with the possible constraints in Corollaries
1 and 2, we have

DOF(h(YB‘Uo,UQ)) =npma —p. (112)

The second term in (111) is
h(Yg 4,Y5|Uo, Us,Yg) =h(Yg a, Uy, Ui|Up, Us, Yp)
=Yg a,U1|Yg) =(U;) + h(YEalYB)
=h(U1)+hYEga,Yg)—h(Yp). (113)

The impact of the public constraints in Corollaries 1 and 2 on the
DoF of h(YE’A, YB) and h(YB) in h(YE’A7 YB) — h(YB)
cancels each other. But DoF'(h(U1)) =ng(ma —np) —p”
where p” = 0for Theorem 2 and Corollary 1 and p” = ng(ns —
np) for Corollary 2. Also using (27) and (46), it follows that

DoF(h(Yg,4, YUy, Uz, Yp))
=min(ng +ng,na)ma+ (ng +np —na)tna —n3
- (114)

The third term in (111) is
MY g4, Yp|Uo, Us) = h(YEg.a) + M(Y5|YE 4, U)
=h(Ypa)+ Y5 4YEa, U

+ (Y% 5/ Y 0 YE.4, Ug)

=h(Yga)+MYBalYE )+ Y55 Yps . YEA)
(115)

Here DoF'(h(Y g, 4)) is given by (35). Without the constraints in
Corollaries 1 and 2, we know n% > DoF (h(YB.o|YE,4)) >
DOF(h(YB,a‘XA,Q,YE,A)) = TLQB and nB(mA — nB) >
DoF (MY 4|Y5 0 YE,4)) = DoF (MY 5|Hp 4, X4,
Y . YE.4)) = DoF(h(Uy)) = ng(ma —npg). But with
the possible constraints in Corollaries 1 and 2, we have
DoF(hM(Ypo|YEa)) =n% —p' and DoF(hMY's 51 Y5 o
Yg.a)) =ng(ma —ng) — p". Therefore,

DOF(h(YE’A,Y/B|UU,U2))
=min(na,ng)ma + (ng —na) na +ngma —p (116)

where p = p' + p".
It follows from (111) with (112), (114) and (116) that
DOF(h(YB|XB,Z/))

+nA — n%

(117)

=min(ng + ng,na)ma+ (np+ng —na)
—min(na,ng)ma — (ng — nA)+nA -p".

Finally, by adding (110) and (117), we have (103).

C. Gap Between DoF(Cg) and DoF (CY%)

To compare DoF(Cg) shown in (53) and DoF(CY%)
shown in (103), one can verify that either if |p| =1 and
there is no additional constraint on U as in Theorem 2,
or if |p| <1 and there are additional constraints on U as
in Corollary 2, then DoF(Cs) — DoF(C%) = (na+ng —
np)tng —nang —npnp +n23 = Oforallng > Osubjectto
na > np>1.But for Corollary 1, DoF(Cs) —DoF (Cy)=1.
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X. USING PUBLIC PILOTS AND RANDOM SYMBOLS

In this section we consider the situation where the first n 4
columns of X 4 and the first n g columns of X 5 are nonsingular
and publicly known. Equivalently, we have X 4 = [X 4,4, X 4.5]
and Xp = [Xp.q, Xp ) where X 4 , and X g , are nonsingular
constant matrices but X4 ; and Xp; are random matrices
consisting of i.i.d. CAV/(0, P) entries. We still assume that the
power of each entry of X4 and Xp is P (unless mentioned
otherwise later regarding (146)). We will show the following
theorem:

Theorem 3: By embedding nonsingular public pilots in the
transmissions from Alice and Bob during GCP, there is no loss
of DoF of secret key capacity from that shown in (7) of Theorem
1.

Proof: The proof consists of the following Sections X-Al,
X-A2, X-A3 and X-A4.

1) Analysis of h(X|Y): Notice that (13) and (14) still hold.
But unlike (15), we now have

DOF(h(XA))ZTLA(mA—nA). (118)

It also follows from (16) where the expectation should be now
treated as over the random parts of X 4 that

DOF(h(YB‘XA)) =nang. (119)

But unlike (27), DoF(h(Yp)) is shown next. Let Yp =
[YB.q, Yps) where Y , is the first n4 columns of Y g, and
Y g isthelastm 4 — n 4 columns of Y . Correspondingly, we
have Yp o = Hp aXao+Wp,and Yp = Hp aX 4 +
W p.p. It follows that, noticing rank(Hp 4) = min(na,ng),

DoF(h(Yg)) = DoF(h(Y p.4)) + DoF(h(Y 2.4/ Y 5.))
=nanp +min(na,np)(ma —na) (120)
which differs from (27). Therefore, it follows from (14), (118),
(119) and (120) that
DoF(h(XalYB)) = (na —min(na,ng))(ma — n,gm)

which differs from (29). The analysis of (30) is still valid here.
So, it follows from (13), (121) and (30) that

DoF(h(X|Y)) = (na — min(na,ng))(ma —na)
+ TLATLB(I - 5|p‘,1)
which differs from (31).
2) Analysis of h(X|Z): For the first term in (32), which is
similar to (121), we have
DoF(h(XalYE.4)) = (na—min(na,ng))(ma —na)
(123)

which differs from (36). For the second term in (32), we now
refer to (37). Similar to (120), we have

(122)

DoF(h(Yg,g)) =ngnp +min(ng,ng)(mp —ng)

(124)
which differs from (38), and
DoF(h(Ya,Yg B)) = (na+ng)ng
+min(ng,na +ng)(mp —np) (125)
which differs from (39). Therefore, (37) implies
DoF(h(YalYEB)) =nang
+min(na, (ng —ng)*)(mp —np) (126)
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which differs from (41). Finally, (32), (123) and (126) imply
DoF(h(X|2)) = (na —min(na,ng))(mas —na) +nang

+min(na, (ng —ng)")(mp —ng)
(127)

which differs from (42).
3) Analysis of h(X|Y, Z): We now refer to the first term in
(43). Similar to (123), we have

DOF(}L(XA‘YB,YE7A))
= (na —min(na,ng +np))(ma —na) (128)

which differs from (47). The DoF of the second term in (43) is
given by (30). Therefore, we have

DoF (h(X|Y, Z)) = nanp(l — 05-1)
+ (na —min(na,ng +np))(ma —na) (129)

which differs from (48).
4) DoF of Cg: It follows from (122), (127) and (129) that

DoF(C4) = DoF(X|Z) — DoF(X|Y)
= (min(na,np) —min(na,ng))(ma —na)

+min(na, (ng —ng)")(mp —np) +nanpdy_1,
(130)

DoF(Cy) = DoF(X|Z) — DoF(X|Y, Z)
= (min(na,ng +npg) —min(na,ng))(mas —na)

+min(na, (ng —ng)")(mp —np) +nanpdy 1.
(131)

We see thatifng < np,then DoF(Cz) = DoF(C4). Further-
more, (131) can be rewritten as

DoF(Cz) = min(np, (na —ng)t)(ma —na)

+min(na, (ng —ng)*)(mp —np) + nanpd, 1
(132)

which is invariant to the exchange of “A” and “B”. So we have
DoF(Cgs) = DoF(Cyz) = max(DoF(C4), DoF(Cp)).
Referring to Theorem 1 or (7), one can verify that

07 ng 2 na,
bas—nanp=q —na(na —ng), ng<ns<np+ng,
—naAng, na>np+ng
= —namin(ng, (na —ng)") (133)
and similarly bg 4 —nanp = —npmin(na, (ng —ng)").

Then it follows that (132) is identical to (7).

XI. ANALYSIS OF [5]

In [5], Alice has n4 > 1 antennas and Bob has one. For
each channel coherent period, there are multiple channel prob-
ing sessions. In the k-th session, Alice selects the ij-th an-
tenna randomly and sends a sequence of random symbols
\/Isaw with 1 <[ < m4 to Bob over a subcarrier, and Bob
in return sends a public pilot /P to the i;-th antenna of
Alice. Here 1 < k < K with K > n4. The signals received
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by Bob, Alice and Eve during the k-th session can be writ-
ten as yp 1 = \/ﬁhikahl + WB k> YAk = VPh;, + WA, ks
YEAkL = \/FgA,ikak,l +Wwpg Akt and Yg Bk = VPgp +
wE, B,k Here g 4 ;, is the channel vector from the 7;-th antenna
of Alice to Eve, and gp is the channel vector from Bob to
Eve. The meanings of other notations are obvious. We will
assume that all random symbols {ay ;}, the complex scalars
of all channel gains and all complex noise elements are i.i.d.
CN(0,1).

The data sets available at Alice, Bob and Eve (for
each subcarrier and each coherent period) are respec-
tively X" = {ap1,yar, V(k, 1)}, V' ={yprs,V(k, 1)}, and
2" ={yp Ak YE B V(k 1)} It is easy to verify that
DoF(h(Y"|X")) =0 and hence DoF(h(Y"|X,) Z")) = 0.
Then the secret key capacity C'g based on the above model
satisfies

DoF(C%) = DoF(h(Y"|2")). (134)
We know
hY"12") = 1(yp .k Yk, DY E,a k1 YE,BR V(K1)
= h(yB k1, Yk D|ye ak, Y(k1)). (135)
Let A= {ay,...,a,,} consist of (any) ny elements from

{a1,V(k,1)} that are transmitted from n 4 distinct antennas of
Alice (i.e., antenna 1 to antenna n 4), and A consist of all other
elements from {ay s, V(k,!)}. Here we assume that K is large
enough so that every antenna of Alice has been chosen at least
once. Also let B consist of the entries from {yp 1,V (k,1)}
corresponding to A, and B consist of all other entries from
{yB.ku1, V(k,1)}. It follows that

(V" Z") =h(Blyg,a,k,Y(k, 1)) + h(B|IB,yg,ak,Y(k,1)).
(136)

VPay,  hy )

,hn,} are independent of yg 4 x,V(k,1).

Note that at high power P, B ~ {v/Payh,..
where {hq,...
Hence

DOF(h(Bb’E’A,kJ,V(k, l))) =NA. (137)

Also at high power, yg a k1 ~ VPga k01,1, and every en-
try of B has a form approximately equal to v/ Ph;, ag, =
VvV Phi, o, % Note that v/ Ph;, cv;, is among the entries in B,
aik
V Pga iar, over a corresponding element in yg a1 =

V Pga i ray v where ay p = «, . So, we have

and is approximately the ratio of one elementiny g 4 1 ~

DoF(h(B|B,yg.k1, (k1)) = 0. (138)
Therefore, for all ng > 1,
DoF(C%) = DoF (h(Y"|Z2")) = na. (139)

This result says that in terms of DoF of secret key capacity, the
channel probing scheme proposed in [5] has the same perfor-
mance as the conventional scheme using public pilots from both
Alice and Bob. The random selection of antennas at Alice adds
some computational complexity for Eve but does not increase
the DoF of secret key capacity.

In the next section, we show a special form of the proposed
GCP and GPP, which has a far more superior DoF of secret
key capacity. Provided ng < n 4, this special form requires no
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channel reciprocity but has an increasing DoF of secret key
capacity as the number of transmissions per coherence period
increases.

XII. FURTHER DISCUSSIONS

In this section, we discuss a special case of the proposed
GCP and GPP, and reveal additional insights into Theorems 1, 2
and 3. We will also provide some remarks on potential applica-
tions of GCP and GPP.

A. GCP and GPP Withmy > ng and mp =0

We now consider the case where there is no channel reci-
procity to exploit. We also let GCP involve only the transmis-
sion from Alice to Bob, and write X 4 = [X 4 4, X4 .| where
X 4,y has the dimension n4 X n4 and X 4 ; has the dimension
na x (ma —na). (Wewill see that X 4 -, can be public without
affecting the DoF of a desired secrecy.) Then the signals received
by Bob and Eve can be written as

Y5 = (Y5, Yol (140)

Yea=[YEay YEAr] (141)

where Yp; = Hp aX4;+Wpgand Yg a4 = GaXa; +
Wg 4, with i = «y, 7. Here we choose the notations of “y and
7" to be consistent with the discussions in Section VII-C.

For GPP, we let Bob transmit via a public channel Y5 =
Yg~, Yj377] with Y’BJ =Yg+ Qrand Q, beingannp x
(ma — n4) matrix of random symbols of secret information.
This is a simplified iSAT from that shown before Theorem 2.

B. Secrecy of Q. Against Eve

To understand the (most conservative) secrecy of the above
scheme, we assume that Eve knows

Zs = {HB,Aa GA;YE,A,’WYE,A,T7YB,’W _/B,T}' (142)

HereYr 4, YE 47 Y5 and Y’B’T are the noiseless versions
of Ypay Ygar Yp, and Y . Namely, Yga,=
GaXay Ypar=GaXar Yp,=HpaXs, and
Y,B’T = HB,AXA,T + Q‘r~

We are interested in the secrecy measured by
DoF(h(Q-|Zs)). Since X, is independent of X, ,,
we see that Y 4, and Y, are independent of Q, given
Hp 4 and G 4. But the relationship between Y 4 -, Y
and Q. is governed by

YE - |:Y_E,A,‘r:| _ |: GA 0 :| |:XA,T:|
Y5, Hpa L., | Q-
where both X 4 ; and Q, are unknown to Eve.

Theorem 4: Let X 4, and Q, consist of i.id. CN (0, P)
elements. The necessary and sufficient condition for
DoF(h(Q-|2s)) = &(ma —na) with a positive integer
&> 0 (relative to P) is that row(Hpg a) ¢ row(Gy4) or
equivalently null(G 4) ¢ null(Hp, 4).

Proof: If row(Hp, 4) C row(G 4), then there is a matrix T
such that Hp 4 = TG4 and hence Q, =Y . —TYp 4 7.
In this case, DoF'(h(Q-|Zs)) = 0,i.e., & = 0. If null(G4) C
null(Hp a), Ypa, yields Xa, =G, Ypa, such that
Xar=Xa,+NgX,, where NENg =1, range(Ng) =

(143)
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null(Ga) and X, is free. And in this case Y =

Hp 14X 4. + Q. and hence DoF (h(Q,|Z,)) = 0.
If row(Hp 4) ¢ row(G 4), there is a matrix T g such that

GA OnEXna OnEan XA,T
TeYr = |0n,xna L, T, Q. (144)
Hb,A Onbxna Inb QT,b

where n, +ny, =np, the n, rows of Hy 4 are a sub-
set of ng independent rows from Hpg 4, no row of Hj 4
belongs to row(Ga), ny <mnj, <npg, and [QF,, sz} =
(PoQ,)T with Py being a permutation matrix. Here
we see that Q,, + Ty,Q,; is exposed but Q,; is still
protected. More specifically, conditional on Z;, X4, =
GLXYE}T’l + NgX 4, ¢ where Yg 71 is the first ng rows of
TrY g, range(Ng) = null(G 4), NgNG =Tand Xy ¢ =
NgXA’T. Note that X 4 ¢ is not observable from Yg 7 1.
Furthermore, given the last n; rows of TgrpYpg, each
of the m4 —n4 independent columns of Q,; has the
PDF CN(x, PH, ANgNEZH{",) where rank(H, ANg) =
ny. Also note that the middle n, rows of TgY g are in-
dependent of X4, and Q,;. Hence, DoF(h(Q,|Z,)) =
DoF (h(Q-p|2s)) = ny(ma — na). (Note that the singularity
in h(Q,|Z;) caused by a known entry in Q. does not affect
DoF (h(Q-|Zs)) relative to power P. This singularity would
disappear if the noise in Yz __is considered.) u
Next we assume that G 4 and Hp 4 consist of elements that
are realizations of i.i.d. CA/(0, 1) random variables. We will use
the rank conditions that are met with probability one.
Corollary 3: With probability one,

DoF(h(Q,|Zs)) = min(np, (na —ng)T)(ma —na)
(145)
which equals the first term in (1) or equivalently a4 g +ba B —
nang in (7).
Proof: If ng > ny, then row(Hp 4) C row(Gy) =C"™
with probability one, and hence DoF' (h(Q,|Z;)) = 0.1fng >

G
ngandng < nyq — ng,then HBAA

In this case, with probability one, no row of Hp 4 belongs
to row(G,) and hence DoF (h(Q-|Zs)) =np(ma —na).
If nga >ng and np > na — ng, then with probability one,
there is a matrix T g such that (144) holds where n, = ng +
ng —na, Ny =na —ng, and Hy 4 has the rank n;, and con-
tains no row that belongs to row(G,), and none of ny —
ng independent null vectors of G 4 belongs to null(Hpg 4).
In this case, DoF(h(Q-|Z;)) = DoF (h(Qp|Zs)) = (na —
ng)(ma —mna). [ |

is a square or wide matrix.

C. Estimation of Q. at Alice

Given X4, and Yp, = Hp aX4, + Wpg, Alice can
find an estimate of Hp 4. In fact, if X4 , is public, Bob could
also estimate Hp 4 and then send Hp 4 along with Y}3’T.
Theorem 4 and Corollary 3 assume that Eve knows Hp 4.

With knowledge of X 4 ,, Y'; _ and an estimate Hp 4 of
Hpg 4, Alice can compute

Qr =Yy, HpaXa, ~Q +Wp,. (146
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Fig. 2. Wireline channels where GCP and GPP could be applied
if range(HgﬂA) ¢ range(GY) with Hp 4 = Hzdiag(1,Hz)H; and
G 4 = HyH, . Here three strongly coupled wires originated from Alice traverse
separately over a wide unsecured field while two of them are wiretapped by Eve
and two of them are eventually connected to Bob. A randomized H; could be
artificially generated by Alice even if Ho and H3 become selection matrices
due to good insulation between wires.

where the approximation holds if the error in H B, A is negligible
due to an extra large power in X 4 . We see that (146) is equiva-
lent to a standard additive white Gaussian noise (AWGN) chan-
nel with input Q. and output QT. Bob can apply a conventional
method to encode secret information into Q. to allow Alice to
detect the secret information reliably. This secret information
can be used as a secret key.

If the public channel used for GPP is replaced by a conven-
tional wireless channel (such as the reverse channel of Hp 4
in the case of no other available channel between Alice and
Bob), the estimate and detection problem at Alice can be handled
with no major technical hurdles. The only difference would be
additional noise caused in the transmission from Bob to Alice.

D. Applications to Wireline Channels

Theorem 4 also suggests a feasibility of applying GCP and
GPP for SKG from wireline channels. We see that the crucial
condition for a desired secrecy DoF is that the row space of
the channel Hp 4 from Alice to Bob does not belong the row
space of the channel G 4 from Alice to Eve. To ensure that such
a condition is met in wireline setting (such as twisted copper
wires), one could construct a network where the observable
channels by Bob are not a subset of the observable channels
by Eve. For example, see Fig. 2.

E. Applications to mmW Channels

A large number of transmit antennas (alarge n 4 ) is feasible for
millimeter-wave (mmW) systems. But for mmW applications,
there are typically strong line-of-sight paths which could destroy
the sufficient and necessary condition required on the channel
matrices as shown in Theorem 4. Further research in this direc-
tion is required. One way to help to meet the required condition
could be the use of artificial scatterers (or “electromagnetic
camouflage”) around Bob during GCP.

F. Diversifying the Channels for GCP and GPP

Two very different channels can be used for GCP and GPP
respectively. The chance for Eve to have the full accesses to both
channels could be very small if Alice and Bob have multiple
channels between them to choose from. For example, if GCP
is based on a wireless MIMO channel and GPP is based on a
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wireline channel, it would take a very sophisticated Eve to have
a high quality access to both.

XIII. CONCLUSION

This work was in part inspired by those shown in [4] and [5]
although our analysis shows that in terms of degree of freedom
(DoF) of secret key capacity (SKC), none of the prior works
achieves what the authors intended to achieve. This paper has
presented a generalized channel probing (GCP) method and
a generalized pre-processing (GPP) method for SKG from a
MIMO channel with or without reciprocity. It is shown that
the SKC-DoF of GCP is given by (1) and GPP does not result
in any loss of SKC-DoF unless additional constraints are used
for reduced computational complexity. It is also shown that by
embedding public pilots in the transmissions during GCP, there
is still no loss of SKC-DoF while the computational complexity
of GPP is substantially reduced. It is yet unclear whether the
public pilots affect the secondary measure of SKC. For GCP with
fully randomized transmissions, the corresponding GPP needs
to solve a non-convex computational problem. It is yet unclear
whether this problem can be solved much more efficiently
than shown in this paper. While GCP and GPP in this paper
are readily applicable to half-duplex radios where the MIMO
channel between users may or may not be reciprocal, future
research should also consider the use of full-duplex radio for
SKG. For a network of collaborative full-duplex radio nodes, a
positive reciprocity-independent SKC-DoF is available even if
Eve has an unlimited number of antennas (including the case
of Eve having more antennas than both Alice and Bob), e.g.,
see [15], [16]. How to design a good (i.e., SKC-DoF preserving)
pre-processing method for the data sets collected by two or more
full-duplex radio nodes remains an open problem.
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