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Abstract—This paper introduces a novel physical layer encryp-
tion method called randomized reciprocal channel modulation
(RRCM) for reliable and secure transmission of information
against eavesdropper (Eve) with any number of antennas and
any noise level. RRCM makes it computationally complex for
Eve to estimate the user’s channel state information (CSI) that is
used to scramble the information symbols transmitted between
users. Subject to Eve’s failure to overcome the physical-layer
computational complexity, users can apply RRCM to achieve a
virtually constant (significant) rate in bits/s/Hz of unconditional
secrecy - unconditional on Eve’s number of antennas, Eve’s noise
level and the CSI coherence time.

Index Terms—Network security, end-to-end security, privacy,
physical layer security, unconditional secrecy.

I. INTRODUCTION

Future wireless networks promise to provide ultra fast
connections for people-to-people, devices-to-devices, devices-
to-people and people-to-devices communications around the
world. Yet, questions on security issues are abundant, which
hinders the development of ultra fast networks for the benefit
of humanity.

One important security question of interest in this paper is
privacy. Like current networks, future networks will continue
to rely on intermediate nodes (such as routers, base stations,
servers, data banks, etc) to store and relay information trans-
mitted from one user (Alice) to another (Bob) especially via
social media networks. Every such transmission leaves the
original information somewhere on the trail. Millions of per-
sonal accounts can be hacked and their personal information
can be laid bare for potential abuse. For that reason, end-to-
end security over Internet is highly desirable for personal as
well as institutional and national security needs.

To ensure end-to-end security, Alice and Bob must share a
secret that is not known to anyone else. And this secret should
not be decided by a third party (including “administrators” of a
network). And Alice and Bob must establish this secret solely
by themselves. The next question is: how can they achieve
this without inconvenient physical contact? Or how can they
achieve this whenever they are within each other’s radio range?

The above is just one of many practical applications where
reliable and secure transmission of information is highly
desired. Wireless transmission of secret (without a prior shared
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secret) is the primary objective addressed in the field of phys-
ical layer security [1]-[17]. This field has grown rapidly espe-
cially in the past decade. Many ideas such as beamforming,
artificial noise, cooperative node, etc. have been proposed and
studied extensively in the literature. Various assumptions such
as whether Alice/Bob know or partially know the channel at
eavesdropper (Eve) and whether Alice/Bob know or partially
know the location of Eve have been used to frame problems
to be addressed. However, very limited attention has been
devoted to the situation where Eve may have an unlimited
number of antennas and be located at an arbitrary location
unknown to Alice/Bob.

For strong security, it is desirable to guarantee a positive
secrecy against Eve regardless of Eve’s number of anten-
nas and Eve’s signal-to-noise-ratio (SNR). This is feasible
by exploiting the reciprocal channel-state-information (CSI)
between Alice and Bob. It is shown in [1] that for each
CSI coherence period the achievable information-theoretical
secrecy, unconditional on Eve’s channel condition (such as
Eve’s antennas and SNR), equals the entropy H(S) of the
(discrete) CSI shared by Alice and Bob. We can refer to H(S)
as the strict amount of (achievable) unconditional secrecy
(UNS) per coherence period. However, H(S) is generally
limited for each coherence period of length Kc, and the strict
rate in bits/s/Hz of UNS reduces to zero as Kc increases.

In this paper, we introduce a transmission scheme called
randomized reciprocal channel modulation (RRCM) for wire-
less channels with large Kc. RRCM makes it computationally
complex for Eve to obtain user’s CSI that is used by transmitter
to scramble (and hence is needed by receiver to decode) the
information symbols. Subject to Eve’s failure to overcome
this physical layer complexity, RRCM can achieve a virtually
constant (significant) rate of UNS for any large Kc. RRCM is
a physical layer encryption method aimed for large Kc unlike
all prior methods such as [17].

II. A SIMPLE RRCM SCHEME

Consider a SISO user channel between two half-duplex
users where Alice plans to transmit secret information to Bob
subject to eavesdropping by Eve with any number of antennas,
any noise level and located anywhere (except a fraction of
wavelength away from each user). See Fig. 1. We assume that
the environment is multipath rich like all terrestrial based radio
channels.

Let the channel coherence time be Kc (measured in number
of samples in baseband). In coherence period 1, let Bob first
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Fig. 1. Achieving a virtually constant (significant) rate of unconditional
secrecy against eavesdropper who may have any number of antennas and
any noise level.

transmit a pure (publicly known) pilot p(n) so that Alice can
estimate the reciprocal channel gain h1 between Alice and
Bob. (At the same time, we know that Eve can obtain its
receive channel vector gB,1 with respect to Bob.) This step is
similar to a prior idea widely known [13], [14], [15], [16].

After that, we let Alice transmit a sequence of randomized
pilots as follows:

m1,1p(n),m1,2p(n), · · · ,m1,Sp(n) (1)

where m1,s for all s = 1, · · · , S are random complex factors
generated by Alice. Then, Bob can perform channel estimation
to obtain h1m1,s for all s. Note that Alice also knows h1m1,s

for all s, and Eve can obtain gA,1m1,s for all s where gA,1
is Eve’s receive channel vector with respect to Alice.

The above process is repeated in channel coherence periods
2, 3 and 4. Somewhere within period 4, both Alice and Bob
have now obtained h1m1,s, h2m2,s, h3m3,s, h4m4,s for s =
1, · · · , S, and they can both compute the following SVD[

h1m1,s h2m2,s

h3m3,s h4m4,s

]
= σ1,su1,sv1,s + σ2,su2,sv2,s. (2)

Alice also needs to choose a random complex number from
the above SVD. One such choice is

m̄s = σ1,se
jµ1,s (3)

where µ1,s is a random phase which can be chosen to be
the phase of the first element of u1,s. Note that Alice can
choose m̄s for all s with any desired property and all other
components of the above SVD randomly, and then choose
the corresponding m1,s,m2,s,m3,s,m4,s for all s. But Bob
must (and can) determine m̄s for all s from the knowledge of
h1m1,s, h2m2,s, h3m3,s, h4m4,s.

Alice and Bob also need to pre-agree upon how to normalize
the phases of the computed singular vectors of SVD, which is
an easy task (for example, set the phase of the first element of
vi,s to be zero). All estimation errors by Alice and Bob are
assumed to be small (with σ1,s > σ2,s) and can be lumped into
the additive noise in the signal received by Bob corresponding
to the information symbols transmitted by Alice.

By now, Eve (neglecting its noise) also knows
gA,1m1,s,gA,2m2,s,gA,3m3,s,gA,4m4,s for all s, from
which Eve can compute (via a common subspace of gA,imi,s

for all s and each i) m̂i,s = gimi,s for all i and all s where

gi is an ambiguity factor unknown to Eve. The left-hand-side
matrix of (2) is equivalent to[

h1m1,s h2m2,s

h3m3,s h4m4,s

]
=

[
h1

g1
m̂1,s

h2

g2
m̂2,s

h3

g3
m̂3,s

h4

g4
m̂4,s

]
(4)

where hi

gi
for all i have the same amount of ambiguity to Eve

as hi for all i. Since hi

gi
for each i is unknown to Eve, Eve is

unable to determine any m̄s from its knowledge of m̂i,s.
With m̄s for all s in period 4, Alice transmits the following

within the rest of period 4:

p(n), m̄1c1, m̄2c2, · · · , m̄ScS (5)

where cs for all s are information symbols. Corresponding to
the pure pilot p(n) in the above string of symbols, Bob can
estimate h4. Corresponding to m̄scs in the above, Bob receives

yB,s = h4m̄scs + wB,s (6)

where wB,s is the noise (including all perturbations due to
channel estimation errors as mentioned before). Since Bob
knows h4m̄s, Bob can estimate and detect the digital infor-
mation in cs for all s. Clearly, the above signal model is
equivalent to the output of a fast-fading channel but with all
fading parameters known in advance to the transmitter (Alice)
and the receiver (Bob).

In parallel to what Bob has done, Eve can estimate gA,4
(which does not help reducing its ambiguity of h4 due to
multipath) and receives

yE,s = gA,4m̄scs + wE,s (7)

for all s, where m̄s is unknown to Eve. Since m̄s for all s are
chosen by Alice in a random fashion to completely mask the
information in cs for all s, Eve is made completely blind to
the information in cs.

Consequently, the information transmitted from Alice to
Bob is in unconditional secrecy from Eve (unconditional on
Eve’s number of antennas and noise level). The above process
in period 4 can be repeated in period 5 and beyond. The
elements in h1, h2, h3, h4 should be updated accordingly. For
example, in period 5, we can replace them by h2, h3, h4, h5.
For the SISO case, there is an initial overhead of three
coherence periods. This overhead becomes negligible after a
large number of periods.

III. EVE’S CHALLENGE TO ESTIMATE USER’S CSI

The previous discussion shows that as long as Eve is unable
to find the user’s CSI parameters h

.
= [h1, h2, h3, h4]T (or

equivalently h′
.
= [h1

g1
, h2

g2
, h3

g3
, h4

g4
]), Eve is unable to compute

m̄s and hence unable to detect any information from Alice
while the data rate from Alice to Bob can be kept at a
(significant) positive value over half of period 4 and each of
the periods afterwards (and this rate increases as the allocated
transmitted power increases).

One should wonder whether Eve is able to have a good
estimate of h if Eve happens to have guessed correctly the
digital symbols cs for s = 1, · · · , S0. Once Eve had a good
estimate of h, Eve would be able to detect the information in

5261



cs for s > S0 which would mean that not all information in
cs for all s is in unconditional secrecy against Eve.

Next, we show that it is computationally complex for Eve
to obtain a consistent estimation of h. Assume that Eve has
guessed cs for s = 1, · · · , S0 correctly and consequently
(ignoring Eve’s noise) obtained m̄s for s = 1, · · · , S0. To
obtain m̄s for s > S0 (in order to decode cs for s > S0), Eve
must now find h using m̄s for s = 1, · · · , S0.

If Eve applies the following equations that govern (part of)
the SVD in (2):

Hsv1,s = σ1,su1,s (8)

where ‖v1,s‖ = 1, ‖u1,s‖ = 1, and Hs is the matrix on the
right of (4), and s = 1, · · · , S0, then the total number of real-
valued unknowns in these equations is 2× 4 + 2× 2× S0 +
2×2×S0−2×S0 = 8+6S0 where we have counted h, v1,s,
u1,s and two known phases for each s. But the total number of
real-valued equations/constraints is 2×2×S0 +2×S0 = 6S0

where we have counted (8) and the norm constraints of v1,s

and u1,s for all s. We see that the number of unknowns to
Eve is always larger than the number of equations/constraints
available to Eve. Therefore, using the above method, Eve is
unable to obtain a consistent estimation of the user’s CSI h.

Now consider that Eve applies all equations in (2). In
this case, one can verify that the number of real unknowns
is Nunk = 8 + 6S0 and the number of real equations is
Nequ = 8S0. For Nunk ≤ Nequ, Eve must choose S0 ≥ 4 and
hence Nunk ≥ 32. The SVD equations are nonlinear. If brute
force is used to search for h, the complexity is O(N8

q ) where
Nq is the number of quantization levels of each real freedom
in h. If Newton’s algorithm is used, the complexity of each
iteration is O(N3

unk). There is also an issue of incorrect local
solutions for Eve due to nonlinearity.

IV. A PRINCIPLE BEHIND THE CHOICE OF RANDOM
MODULATION

From the previous analysis, we see that Eve’s challenge to
perform consistent estimation of user’s CSI even if Eve has
guessed many symbols correctly is because of the following
(abstracted) principle. With user’s CSI or any critical part of it,
denoted by C, Alice applies random attachments As for s =
1, · · · , S and produce at least two inter-dependent components
C1,s and C2,s for each s where C1,s is a function of As, C
and C2,s, denoted by C1,s = f(As, C, C2,s).

The transmission scheme must also make sure that Bob is
also able to obtain C1,s for all s while Eve is denied the ability
to obtain or compute any of C1,s.

Alice applies C1,s (which could be a matrix) to protect
the information symbol cs (which could be a vector) via
modulation while Bob is able to demodulate C1,s to retrieve
all information from cs for all s.

In this way, even if Eve has obtained As for all s due
to channel training between Alice and Bob, and has guessed
correctly cs for some s and consequently obtained C1,s for
some s, Eve’s knowledge about C is

C1,s = f(As, C, C2,s) (9)

for some s, where C and C2,s are still unknown to Eve. Ideally,
we would like the number of unknowns to Eve to be always
larger than the number of equations available to Eve. But the
previous example does not meet this requirement.

It is important to note that the function f(As, C, C2,s) must
be such that it cannot be degenerated into any form that
reduces the effective number of variables. For example, we
cannot allow f(As, C, C2,s) = f ′(As, g(C,C2,s)) where C
and C2,s are effectively lumped into g(C,C2,s). The methods
for designing f(As, C, C2,s) are not yet well developed. The
previous example shown in (2) is based on SVD.

V. FOR SIMO USER CHANNEL

For a SIMO user channel from Alice to Bob, we have the
following signal model

yB(n) = hBxA(n) + wB(n) (10)

where hB is the NB × 1 channel vector from Alice to Bob.
With channel reciprocal property, we have

yA(n) = hTBxB(n) + wA(n) (11)

where xB(n) is the transmitted vector from Bob.
If NB = 2, the previous SISO RRCM method can be

applied here over two channel coherence periods. In period
1, Bob first sends an orthogonal pilot matrix, e.g.,

[xB(1),xB(2)] =
√
PT INB

(12)

and then Alice obtains hB,1. Alice then sends the random
symbols m1,1, · · · ,m1,S and m′1,1, · · · ,m′1,S at the power PT
so that Bob obtains hB,1m1,s and hB,1m

′
1,s for all s.

In period 2, a similar process is repeated. Hence, Alice and
Bob each knows hB,imi,s and hB,im

′
i,s for i = 1, 2 and all s.

Like (2), the following SVD can be computed by Alice/Bob:[
hB,1m1,s hB,1m

′
1,s

hB,2m2,s hB,2m
′
2,s

]
=

2∑
i=1

σi,sui,sv
H
i,s (13)

from which a random factor m̄s is chosen for each s. (For
Alice, m̄s can be decided before mi,s and m′i,s for i = 1, 2
are chosen.)

For the rest of period 2, Alice transmits a packet similar to
that in (5). This way, Bob can receive all the information from
Alice reliably.

The situation for Eve is similar to the SISO case. Although
in theory Eve can obtain hB,1 and hB,2 from a finite number
of correctly guessed information symbols transmitted from
Alice, it is costly for Eve to do so.

If NB ≥ 4, a similar scheme can be devised where in period
1, both channel estimation and information transmission can
be conducted so that there is no initial overhead of coherence
periods as needed for the SISO case.

VI. FOR MISO USER CHANNEL

Now assume that Alice has NA = n2A ≥ 4 antennas and
Bob has a single antenna. In any given coherence period, Bob
can first send a pure pilot so that Alice obtains the NA × 1
channel vector hA. Alice then follows by transmitting√

PT INA
,
√
PTD1INA

, · · · ,
√
PTDSINA

(14)
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where Ds = diag[ms,1, · · · ,ms,NA
] with random diagonal

elements. Consequently, Bob can obtain the following from
its received signal:

hA,D1hA, · · · ,DShA. (15)

Within the remaining of the current coherent period, Alice
transmits the following information carrying symbols via the
best antenna (which should be concatenated or interleaved
with the randomized pilots in (14) for best carrier and symbol
synchronization)√

PT m̄1c1, · · · ,
√
PT m̄ScS (16)

where m̄s is a random complex scalar which can be computed
from the following SVD

Hs,MISO =

nA∑
i=1

σi,sui,sv
H
i,s (17)

with Hs,MISO being a nA × nA matrix consisting of the
elements in DshA.

Similar to the SISO case, we can choose m̄s = σ1,se
jµ1,s

with µ1,s being the phase of the first element of u1,s (and
the phase of the first element of v1,s set to zero). Alice can
choose m̄s for all s first (to ensure sufficient randomness)
before choosing Ds for all s (corresponding to random choices
of all other components in (17) besides m̄s).

It is easy to verify that Bob can detect all the information
from Alice reliably provided that the data rate in cs from Alice
is less than the capacity of the following equivalent SISO “fast-
fading” channel:

yB,s =
√
PThmaxm̄scs + wB,s (18)

where s = 1, · · · , S and wB,s contains all the perturbations
due to channel estimation errors by Alice and Bob.

Eve with two or more antennas and negligible noise can
obtain m̄scs. Without knowing m̄s, Eve is unable to decode
all information in cs. To obtain m̄s for all s, Eve must know
some cs. If Eve has guessed cs for s = 1, · · · , S0 correctly
with S0 ≥ NA, Eve can possibly compute hA at a high
computational cost (similar to the SISO case). Unless Eve can
overcome this physical layer complexity, all the information
from Alice is protected from Eve.

VII. FOR SISO OFDM SYSTEM

We now apply the SISO RRCM scheme shown in section II
to a multicarrier or orthogonal frequency division multiplexing
(OFDM) system. Assume that in the time domain, the input-
output of the SISO (wideband) channel from Alice to Bob is
governed by

yB(n) =

L∑
l=0

h(l)xA(n− l) + wB(n) (19)

where h(l), l = 0, · · · , L, is the channel impulse response of at
least L0 +1 ≤ L+1 nonzero (initial and incoherent) samples.
In other words, L0 + 1 and L + 1 are the lower and upper
bounds on the length of h(l). Also assume that L0 + 1 ≥ 4.

For any coherent period, Bob first transmits a pilot p(n) =√
PT δ(n) and Alice then obtains the reciprocal channel

impulse response h(n) and hence its N -point Fast Fourier
transform (FFT) H(k) for k = 0, · · · , N − 1 with N = 2p =
q(L0 + 1) > L where p and q are integers. Typically, in
practice, N � L.

Among H(k) for k = 0, · · · , N − 1, these samples
H(i), H(i + q), · · · , H(i + L0q) for each i = 0, · · · , q − 1
are incoherent. Each segment (sth segment) of the OFDM
packet from Alice has a section of randomized pilots from
concatenation of the q rows of the following matrix

√
PTm0,0,s,0

T
L, · · · ,

√
PTm0,3,s,0

T
L,

· · · , · · · , · · · ,√
PTmq−1,0,s,0

T
L, · · · ,

√
PTmq−1,3,s,0

T
L

(20)

which is followed by a L-sample prefixed IFFT of a N × 1
vector from concatenation of the L0 +1 rows in the following
matrix

m̄0,sc0,s, m̄1,sc1,s, · · · , m̄q−1,scq−1,s,
m̄0,scq,s, m̄1,scq+1,s, · · · , m̄q−1,sc2q−1,s,
· · · · · · · · · · · ·

m̄0,scqL0,s, m̄1,scqL0+1,s, · · · , m̄q−1,scq(L0+1)−1,s
(21)

In (20), 0TL denotes L zero samples, m̄i,s for each i =
0, · · · , q − 1 and s is a random complex factor chosen from
the following SVD

Hs,OFDM,i =
2∑
k=1

σk,s,iuk,i,sv
H
k,i,s (22)

where Hs,OFDM,i is a 2 × 2 matrix consisting of
H(i)mi,0,s, H(i+ q)mi,1,s, H(i+ 2q)mi,2,s, H(i+ 3q)mi,3,s.

For each segment of the OFDM packet, the ratio of the
number of information symbols over the number of pilot-plus-
information symbols is q(L0+1)

q(L0+1)+L+4q(L+1) which is approx-
imately L0+1

L0+1+4(L+1) for large q. The best situation is when
L0 = L where the ratio is 1

5 . This is a loss of symbol rate in
comparison to the conventional OFDM system where the ratio
is N
N+L ≈ 1. But this loss of symbol rate has helped to achieve

a virtually perfect unconditional secrecy of the information
from Alice to Bob.

VIII. CONCLUSION

This paper has introduced a novel physical layer encryp-
tion method called randomized reciprocal channel modulation
(RRCM), which allows a virtually constant (significant) rate
RUNS of unconditional secrecy (UNS) for wireless transmission
of information against Eve with any number of antennas,
any location (a fraction of wavelength away from each user
in multipath environment) and any noise level, regardless of
how large the channel coherence time and/or bandwidth may
be. This rate RUNS is subject to Eve’s failure to overcome a
high computational complexity at the physical layer caused
by RRCM. This eavesdropping complexity is much higher
than those of prior methods such as transmit-beamforming and
artificial-noise schemes. Detailed comparisons will be shown
in a future work.
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