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Malwares still manage to infiltrate these systems!
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• Supply chain attacks

• HW/SW backdoors

• Portable drives

• And many other ways…
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Data exfiltration remains a challenge!

• Getting in, the infiltration, can be a “one time” incident

• Getting stolen data out, the exfiltration, is long-term

• Infiltration methods are not suitable for exfiltration

• Cannot use the network
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How to send data without using the network?
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Data transmission without using network 

Fan

Noise
Generated

Heat

Electromagnetic

Emanation

Status

LED

….

8



Our approach
• We vary computer power consumption to send data over the power network

• We extract data from voltage measurements at other outlet
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Threat model
• Transmitter

• Target is infected with malware that can steal sensitive data

• Malware modulates the power by running CPU intensive instructions

• Receiver
• Connected to a power outlet within the same power network as the transmitter

• Equipped with an ADC to collect voltage measurements
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Why use voltage measurement?

• Limitations of prior works that use traditional power measurement
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How to use voltage measurement?
• Power factor correction (PFC) circuits is 

ubiquitously available in desktop computer 
power supply unit

• PFC creates high-frequency voltage ripples 
due to rapid switching

• PFC switching frequency varies with power 
supplies
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Sending data using voltage measurement
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• Transmitter and receiver are in a lab, ~55 feet away from each other
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Simultaneous transmission

• 4 transmitters sending data to a single receiver
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Bit rate

• Symbol rate
• Limited by lag in response to CPU load change

• Maximum symbol rate is ~30 symbols/second

• Bits per symbol
• Current needs time to settle

• One bit/symbol

Maximum bit rate ~30 bits/s
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Demo
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Experiments with different computers and locations
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Experiments under different scenarios
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Possible defense strategies

• Eliminate PFC-induced switching noise
• Require change in a mature power electronics design

• Preventing switching noise from entering the power network
• Use UPS or power-line filters

• Suppressing Malware Activities
• Randomize power consumption of a computer
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Key take away!

• Your Noise is My Signal
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Thank you!

• Please contact us with questions and comments.
• Zhihui Shao (zshao006@ucr.edu)

• Mohammad A. Islam (mislam@uta.edu)

• Shaolei Ren (sren@ece.ucr.edu)
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